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1 Introduction

This document describes the functionality of the graphical user interface which is used to operate the RFID B1 module
and other Bl-based readers e.g. the USB-B1. The B1 client is a very useful tool which allows simple testing of all features
of the B1 module. Thanks to its simplicity, the B1 client can be used both by experienced and inexperienced RFID
engineers. This software aids better understanding of the memory organization of different tags, available commands
and the results of command execution.

Chapter 2 includes instructions on how to get started with the B1 client and how to connect it to the B1 based module
family of products.

The B1 client is divided into 3 panels: Settings panel, Commands panel and Output panel. Each of these are described
in detail with multiple examples in chapter 3. Section 3.1 describes the Settings panel, section 3.2 describes the
Commands panel and section 3.3 describes the Output panel.

Chapter 4 contains information about possible problems the user may encounter when using the B1 client and testing
B1 based modules.

All examples described in this document were done using the USB-B1 reader.
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2 Quick start guide

2.1 Minimum software requirements

The application is designed to be used in a Microsoft® Windows® environment. The B1 Client requires Microsoft .NET 4.0
Framework. This can be found at:

https://www.microsoft.com/en-US/download/details.aspx?id=17851

2.2 Software installation

To install the B1 Client, download the latest version from http://www.eccel.co.uk/wp-content/uploads/B1Client.zip,
extract the zip file and start the B1 Client.

Connect the Bl-based reader, e.g. the USB-B1 to the PC via the USB interface, make sure that the jumpers selecting
antenna type are properly set up. All required drivers should install automatically. Once the driver is installed, it will
need to find out the number of the COM Port that has been set up.

Open the Device Manager, look in Ports (COM & LTP) and find the COM Port which was created by the USB driver e.g.
USB Serial Port (COM 28,).

2.3 Connecting the reader

In the main window of the B1 Client chose the proper COM port, select the Baud Rate to 9600 and click Connect button.
9600 is the default Baud Rate during the initial power up of the B1 based module but it can be changed. For more
information please see section 3.2.2. When everything is properly set up the Connect button will change into the
Disconnect button.

-

ot! Bi1Client v1.6

Comz2a
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3 Interface description

s BiClient v16 =E
(Ccm Port Corfig Data Type Header Type \ Co

COM Port: ¥ @ Plain @ A W) Include data

Haud Rate: ad (7 Encrypted =B [¥] Include timestamp

e Settings panel ) | ot
%/ands [UART Corfig [ 10| RFID Commands | RFID Memary | RFID infa | N Sex

Send Dummy Command
Send Enter Sleep Mode Command
Wake up
Send Reset Command

Check Timeout

\\ Commands panel / \\ Output panel

Figure 1. B1 Client User Interface

3.1 Settings panel

In the COM port config field there are two drop-down lists: COM Port and Baud Rate. From the first list the user can
select the proper COM port. From the second list the user can select the proper Baud Rate. All new B1-based modules
have Baud Rate at 9600 by default. Baud Rate can be changed after connecting.

In the Data Type field the user can configure the data type. The check box by Plain data is checked by default.

In the Header Type field the user can select between the A or B Header type. More information about header types
can be found in the B1 User Manual.
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3.2 Commands panel

The Commands panel contains many predefined commands grouped into 6 tabs which allow full testing of all features
of the B1-based readers.

3.2.1 Simple commands

Send Dummy Command — This command is used to check that the module works and communication settings are
properly set up. The module replies to this command with an ACK response.

Simple Commands | UART Corfig | 10

| RFID Commands | RFID Memery | RFID info |

| Send Dummy Command I
Send Enter Sleep Mode Command

‘Wake up
Send Reset Command

5 BiClhent v16 =
Data Type Header Type Console
Comz0 ® Plin @A [7] Incude data
3600 ) Encrypted & B [¥] Include timestamp
@] A il
Disconnect 9] Ao scra
Clear

[TX 2017-05-31 08:46:43 ]: Dummy Command
[RX 2017-05-31 08:46:49 | ACK {}

Send Enter Sleep Mode Command — After receiving this command the module replies with an ACK response and enters

Sleep Mode.
5 BiClhent v16 =
Deta Type Header Type Console
COM20 @ Plain @ A [¥] Include data
3600 ) Encrypted & B [¥] Include timestamp
[¥] Auta scrol
Disconnect [¥] Auto sorol
Clear

Simple Commands | UART Corfig | 10

| RFID Commands | RFID Memery | RFID info |

Send Dummy Command

‘Wake up
Send Reset Command

| Send Enter Sleep Mode Command l

[TX 2017-05-31 08:49:45 J:Ertter Sleep Mode Command
[RX 2017-05-31 08:49:45 | ACK {}
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Wake up — This command wakes the module up from the Sleep Mode. After waking up the module sends an ACK

response.
r
s5! BiClient v1.6 ==
g Data Type Header Type Console
COMZD © Plan @ A [7] Include data
3600 B Erered or: [¥] Include tmestamp
7] Auta serol
===y o
Simpls Commands | UART Config | 10| RFID Commands | RFID Memory | RFID info | —t

[TX 2017-05-31 08:49:45 :Enter Sleep Mode Command

Send o RX 20170531 08:49:45 L ACK {

[TX 2017-05-31 02:51:19 [Wake Up Byte
— RX 2017-05-31 08:51:19 LACK {}
| ‘Send Enter Sleep Mode Command ]

(e
Send Reset Command

Send Reset Command — Reset the B1-based module. The module should reply with an ACK response and after reset
the initialization procedure should start. The user will be informed by receiving the SystemStart response.

.
sl BiClient v1.6

= E
g Data Type Header Type Console
COMzD © Plan @A 9] nclude data
9600 ® Evgpind || ©8 9] Includs tmestamp
7] Auto scrol
[ ionmnest | e
Simple Commands. | UART Corfig [ 10| RFID Commands. | RFID Memery | RFID infa | Cler

[TX 2017-05-31 08:52:23 ]:Reset Command

[RX 2017-05-31 08:52:29 | ACK §
[FX 20770531 065223 | Syentat
Send Enter Sleep Mode Command
Wake up

| Send Reset Command |
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Check Timeout — This command is used to check if the time delay between bytesin a packet is under 100 ms. A timeout
isimplemented in the system to avoid the scenario that a lost byte during transmission could cause an
infinite time delay for the module to respond. When the module starts receiving (which means it
detects a STX character) it sets up a timer which is reset upon receipt of each successive character and
turned off at the end of the transmission. When the timer reaches 100ms a timeout packet is sent and
the RX buffer is cleared. In practice this places a restriction upon the master controller that the time
delay between any two bytes sent in a packet must be less than 100m:s.

sl BiClient v1.6

= e

i

Data Type Header Type

@) Plain @A

") Encrypted B

Simple Commands | UART Corfig | 10

| RFID Commands | RFID Memory | RFID Info |

[ Send Erter Siesp Mods Command |
[ Wakew |
[ SendResetCommand |
C===_

Console

[#] Include data
[ Include timestamp

7] Auto seroll

Clear

[Rx 2017-05-31 08:53:28 |:Module Timeout {}
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3.2.2 UART Config

Baud Rate — The user can change UART Baud Rate by choosing one of the available speeds: 2400, 4800, 9600, 14400,
19200, 38400, 57600, 115200. After changing Baud Rate in the UART Config tab the user should also click
the “Disconnect” button, change Baud Rate in the Settings panel to the same value, chose the proper
COM Port and connect with the module. A new value of Baud Rate will be saved in the module’s memory
even after disconnecting the power supply from a module. During the next attempt to connect a module
with the B1 client the user should select a predefined Baud Rate instead of default 9600. To restore a
module to the default settings, disconnect a module from the power supply, insert a jumper between the
‘PDWN’ (Power down) and the ‘GND’ pin, connect the power supply for a few seconds, disconnect the
power supply and then remove the jumper. After all these operations, the module is restored to its default
settings ie. Baud Rate is 9600.

s BiClient v16 =0
Data Type Header Type Console
COMZ0 @ Plain o A [¥] Include data
[ betiee || 1) ] " Eeypted 0 B ] Include timestamp
e [¥] Auto scroll

[ Simple Commands | UART Config 10| RFID Commands | RFID Memory | RFID Infa e

[TX 20170531 090417 | Sel baud rate to 115200
Baud Rate: 115200 S —— ] [RX 2017.05-31 19:04:17 [ ACK §
Data Type - { ol
Header Typs [ s |
AES Key: [ Read J[ s& [ ke |
AESIV: [ Read J[ s& ][ ke |
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Data Type — Before executing this command the user should set the AES Key and AES IV (by default they equal ‘0’).

The user can select between the Plain or Encrypted Data Type. The default value is ‘Plain’. When changing
to ‘Encrypted’ the user should also change the Date Type in the Settings Panel.

sl BiClient v1.6

—iE
g Data Type Header Type Console
COMZ2D 7 Plain @ A [¥] Include data
i ST 7] Includs tmestamp
7] Auta serol
[ Disconnect | Lt
| Smple Commands | UART Corfig |10 | RFID Commands | RFID Memory | RFID Info | e

[TX 2017-05-31 09:04:17 :5et baud rate to 115200

Baud Rate 115200 i Set I 'F&,%g‘;lfzﬁgg‘; 33354;; }l:égl(dgta type to Encrypted
— e e ] R 2017-05-31 09:35:23 JACK

Header Type - Set |

AES Key [ Read J[ st |[ e |

AES IV: [ Read ][ 5ot |[ e |

Header Type — The user can select between the A or B Header Type. More information about Header Types can be

found in the B1 user manual. The default type is ‘A’. While changing to ‘B’ the user should also change the
Header Type in the Settings Panel.

ol BiClient v1.6

= E
Data Type Header Type Console
COM20 ) Plain @A [¥] Include data
kil @ Encrypted [¥] Include timestamp
[¥] Auta scroll
Disconnect 19 fedo o
| Simple Commands | UART Cerfia (10 [ RFID Commands: | RFID Memary | RFID Info | o
[TX 2017-05-31 09.02.17 }-Set baud rate to 115200
RX 2017-05-31 09:04:17 | ACK [}
Baud Rate 115200 b Set [TX 2017-05-31 09:35:23 |-Set data type to Encrypted
RX 2017-05-31 09:35:23 FACK {}
Data Type: Encrypted x Set [TX 2017-05-31 10:00:02 :Set header type to B
RX 2017-05-31 10:00:02 JACK [}
Header Typs:  Type B - s | ]
AES Key | Read |[ St |[ Ue |
AES IV [ Read ][ Sa [ e |

REMARK: The procedure of restoring the default settings of the UART is described in the Baud Rate section.
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AES Key — The Read AES-128 Key command takes no arguments. When the module receives a valid command, it replies

with an ACK and the bytes of the AES Key that are to be used for the encryption of data. By default the AES
Key 0 and AES Key 1 are 0x0000000000000000(h).

.
sl BiClient v16

= B
g Data Type Header Type Console
COM20 ) Plain @ A [#] Include data
Rate. | 9600 @ Encypted & B [ Include timestamp
Auto soroll
o
| Simple Commands | UART Corfig |10 [ RFID Commands | RFID Memory | RFID Info | e,

[TX 2017-06-20 15:10:53 | Read AES Key

Baud Rate: - ot [RX 2017-06-20 151053 ]
Data Type Ercrypted s ]

Header Tipe - [ 5=
AES Key: [ Fead Jff s U |

AESIV: [ Read J[ sa& J[ e |

Figure 1. The Read AES Key command (default value is ‘0’)..

The Set AES Key command takes as an argument an AES Key which is a 16-byte long encryption key used for
encrypting and decrypting data. When the module receives this command, it changes the AES key and replies

with an ACK response and no parameters. The reply is encrypted with the new key if Encrypted Data is selected.
To Set a new AES Key the user should write it in the text box, press ‘Set” button and then press ‘Use’ button.

.
sl BiClient v16

= B
: Data Type Header Type Console
COM20 ) Plain @ A [#] Include data
Rate. | 9600 @ Encypted & B [ Include timestamp
i
| Simple Commands | UART Corfig |10 [ RFID Commands | RFID Memory | RFID Info | e,
[T 2017-06-20 151053 | Resd AES Ky
Baud Ra: - [Cs= I 201706 20 1320155 A o 81 memmy
so— — - R 2077-06-20 152100 FACK
Header Type + [ sa
AES Key: 1234123412341224222022222220202 | Fead || 3t ]I[ ue |
AESIV: [ Read J[ sa& J[ e |

[TX 2017-06-20 15:25:50 | Set AES Key to 1234123412341234;
[RX 2017-06-20 15:25:50 FACK [

Figure 2. Setting a new AES Key.

10
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W BiChent v16 =B8] %
i Data Type Header Typs Console
Comae | ) Plain @ A [¥] Include data
Baud Rate: (9600 @ Encrypted ELR [ Include timestamp.
[ Simple Commands | UART Corfig {10 [ RFID Commands| | AES Key 12341234123412342222222222222222 will be used when communicating
with module. ATS Koy
Baud Rate: - Set all BT memory
Data Type: Encrypted - oK
Header Type: - Set
AES Key: BB BN | Red | [ se | us ﬂ
AESIV: [ Read J[ & ][ e |

[TX 2017-06-20 15:25:50 ]:Set AES Key to 1234123412341234;
[RX 2017-D6-20 15:25:50 JACK {}

Figure 3. Information after clicking the 'Use' button.

-
W5 BiClient v1.6 ==
o Data Type Header Type Console
COM20 v ) Plain @ A [#] Include data
Fetee | R0 @ Enoypted O B ] Include timestamp
@] Auto seroll
ke

| Simple Commands | UART Corfig |10 [ RFID Commands | RFID Memary | RFID info flem,

[TX 2017-06-20 15:10:53 |Read AES Key

) RX 2017-06:20 151053 JACK

Baud Rate: - Set [TX 2017-06-20 15:20:59 | Read all B1 memory
RX 2017-06:20 15:21:00 FACK

Data Type Ercrypted -

Header Type

- Set
AES Key: 12341234123412342222222772292772 Set Use
AES V: Read Se Use

[TX 2017-06-20 T5:25,50 |:Set AES Key to 1224123412341224;
RX 20717-06-20 15:25:504:4CK {
[TX 2017-06-20 15:37:32 | ReafdES

Key
RX 2017-06-20 15:37:32 LACK (12341234123412342222222722232772}

Figure 4. The new AES Key after clicking the 'Read’ button.

AES IV — The Read AES Init Vector command takes no arguments. When the module receives a valid command, it
replies with an ACK and the 16 byte AES Init Vector that is to be used for the encryption of data.

Set AES Init Vector takes as an argument an Initialization Vector, which is a 16-byte long vector used to initialize
the encryption. When the module receives this command, it changes the initialization vector and replies with
an ACK response and no parameters. The reply is encrypted using the new initialization vector if Encrypted
Data is selected. The procedure of reading and setting the new AES IV is the same as described above in the
AES Key section.

11
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100 — The user can read the actual state of the GPIOO of the module or set one of four defined states: Disabled/Hi-Z,
Input, Output Low, Output High. Max. output current is 6mA. If the User sends e.g. the Read 100 state command

a module should answer with ACK{00} or ACK{01} which means low/Hi-Z and high state respectively. Changing
the state to the Disabled/Hi-Z does not disable the interrupts on this GPIO.

sl BiClient v16 =T
Data Type Header Type Console
COM20 ) Plain @ A [#] Include data
860 @ Encypted @ B [7) Include timestamp
— =
[ Disconnect 7] Auto serol
[ Simple Commands | UART Corfig| 10 | RFID Commands | RFID Memary | RFID Infa | £
fion: | N Read ][ Sa |
Disabled / HiZ =—
epl e el ([ Read |[ sa |
Qutput Low .
(02 Ouat Hgh Read || sa |
odt men J )
103 - Read |[ set
e : :
Tmp v [ Read
Dac - Set |
Crp. - - - s |
Pwm E ¥ et

101 — The user can read the actual state of the GPIO1 of the module or set one of four defined states: Disabled/Hi-Z,
Input, Output Low, Output High. Max. output current is 6mA.

102 — The user can read the actual state of the GPIO2 of the module or set one of four defined states: Disabled/Hi-Z,
Input, Output Low, Output High. Max. output current is 6maA.

103 — The user can read the actual state of the GPIO3 of the module or set one of four defined states: Disabled/Hi-Z,
Input, Output Low, Output High. Max. output current is 6mA.

12
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Adc — In the first drop-down list the user can select a source of voltage to convert to the digital value. There are two
possibilities: the Power Supply and the ADC pin in the B1 module. In the second drop-down list there is an option
to choose the binary representation type (uint_32 milivolts, float milivoltsand float volts).

ol BiClient v1.6

=
Data Type Header Type Cansole
@ Plain @ A [¥] Include data
(1 Encrypted (GF: [@] Include timestamp
[¥] Auto scroll
Disconnect i R
| Simple Commands | UART Corfig | 0 | RFID Commands | RFID Memory [ RFID Info | £
[TX 2017-D6-20 15:58:31 | Measure Voltage on Power Supply in unsigned 32 bit milivolts
Forr = [ :sa [RX 2017-06-20 15:58:31 LACK {B10C0000}
101 - Read | Set
: L)
103 v [ Fead |[ et
Adc:  Power Supply - : Read
uint 32 milvolts
Tmp: = float milivolts |
float valts —
| e |
Cmp % ] v St |
Pam - - Set

Tmp — In the drop-down list the user can select the binary representation type from int32 and float as well as
type of the temperature scale. When the module receives this command, it measures the die temperature and

replies with an ACK response and 4 bytes of data which represents the temperature in the requested format
and units. The die temperature is the microcontroller’s chip temperature.

s BiClient v16 = B
g Data Type Header Type Console
C @) Plain @ A [¥] Include data
%00 ) Eneypted O/ B ] Include timestamp
— [@] Auto scroll
Disconnect ] Audo scrl
| Simple Commands | UART Corfig | 10 | RFID.Commands | RFID Memory | RFID Info |
[TX 2017-06-20 15:57.34 | Measure die temperature in signed 32 bit milcslsius
i e i | [RX 2017-06-20 155734 FACK (16800000}
101 - Read | Set
3 =
102 v [ Read Set
Ade - - Read
~
Tmp +| [ Read
int32 milicelsius
IDac:  float milicelsius Set |
flozt Celsius
Cmp: int32 miffahrennei - - s |
float milfahrenhet
Ny float Fahrenheit pE Csa )

13
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IDac — In the drop-down list the user can select the binary representation type from int 32 and f1oat values. In the
text box control the user can type a value (in decimal representation) to be written into the DAC. The maximum
acceptable value is 64000 nA or 64 pA. The module responds with the actual value that is set up.

s BiClient v16 =
Data Type Header Type Console
COM20 @ Plain @ A [¥] Include data
"~ Encrypted & B [¥] Include timestamp
[¥] Auto scroll
| Disconneat
| Simple Commands | UART Config| 0 | RFID Commands | RFID Memery | RFID Info | S
[TX 2017-05-31 114433 ]-Set IDAC curert to B4[uA]
% i
5 - = [RX 2017-05-31 11:44:33 | ACK (00008042}
o1 [ Resd [ so
102 - Read || sa |
03 v | Fess Set
Tmp: v | Read
IDac:  float microamps - 54 { Set
Cmp: - - - Set |
Pwm - - el

Cmp — In the first drop-down list the user can select the Negative Input Connection between 3 possibilities: 1.25V, 2.5V

or Divided Power Supply. The Power Supply is divided as per the following formula: V.. = Vyq4 Div;#. In the

second drop-down list the user can define the Output Pin Configuration. There are three possibilities: enabled,
disabled, enabled and negated. The comparator can generate system interrupts and send asynchronous UART
packets if there is a change of its output state. In the third drop-down list the user can select the UART
Asynchronous Packet Edge Sensitivity from: Falling Edge, Rising Edge, Any Edge or Disabled. At the last text box
control the user can write the Power Supply Divider Value. Available range is between 0 and 63.

ol BiClient v1.6 =
Deta Type Header Type Console
COM20 @ Plain @ A [#] Include data
8600 @ Encypted | @ B [7] Includs timestamp
m— 7] Auta serol
| Simple Commands | UART Config | 10 | RFID Commands. | RFID Memory | RFID Info | £
[TX 2017-05-31 13:03:47 | Enable :om'pamtq with output pin enabled, async packst enabled on rising
- ) (s R = ol a3kt
101 « [ Read ][ st |
102 v [ Read [ S |
103 v [ Aemd |[ sa |
s : :
Tmps « [ PRead |
IDac - [ s |
Crmp:  Divided Vidd ~ Enabled ~ Riing Edge - s ] ]
Pum - - [ s ]

14
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Pwm —In the first drop-down list the User can select the IO Number, upon which the PWM signal will be generated. In
the second drop-down list, the User can select the Value Format of frequency in Hz or period in seconds. The
following formats are available: uint 32 and £ 1oat. In the third text box control the User can set the frequency
or period. Available values for frequency are from 0.313 Hz to 207.9 kHz and period from 4.81 us to 3.19 s. In
the last text box control the User can set the Duty Cycle from 1 to 99%.

o BiClient v16 B
Data Type Header Type Console
@ Plain @ A [¥] Include data
) Encypted & B [ Include timestamp
e [ Auto scrol
[ Simple Commands | UART Corfig | 10 | RFID Commands | RFID Memory | RFID Info |
[TX 2017-05-31 14:08:17 [ Enable PWM on GpioQ with duty cycle 50[%] and frequency 250[Hz]
on Disabled / HiZ < ‘W E [RX 2017-05-31 14:08:17 LACK {FADO0D0C}
: =
103 v [ Read |[ Sa_ |
Tmp - ‘ Read
|Dac: - El
- T T % =
Pwm: 100 > Lint32Hz + 250 50 Set ]
Int: - - Set

Int — In the first drop-down list the user can select the I0 Number of the GPIO to which the interrupt setting is to be
applied. At the second drop-down list the User can select one of four available configurations: Falling Edge, Rising
Edge, Any Edge or Disabled (the last parameter will disable all interrupts). The module will be generate an

interrupt when any edge will appear in 100 (see the image below).

ol BiClient v1.6

]

COM2D

Disconnect

Data Type Header Type
@ Plain @A

© Enoypted O B

| Simple Commands | UART Corfig | 10

| RFID Commands | RFID Memory | RFID Info |

100,

101

102;

103;

Ade:

- ] ]
-] ) (]

- )

v [ Aemd |[ sa |

: - O
< [ Read |

* Set |

Int: 100

¥ Any Edge

Console

[¥] Include dats
[7] Incuds timestamp
7] Auta serol

Clear

[TX 2017-05-31 14:28:44 | Enable 100 intemupt on any edge
[RX 2017-05-31 14:28:44 LACK §

15



Embedded RFID made simple

Eccel Technology Ltd D)

3.2.4 RFID Commands

Get UID and Type (0x01) — After receiving this command, the B1 module checks for any tag presence in the field. If
thereis no tagin the field, it returns ‘No tag’ value. If there is a tag in the field, it reads its UID and Type
and writes it to Tag UID and Type registers. This command must always be executed first before any
other command to turn on and initialize the tag. Additionally, this command must be executed after
any error when doing any operations on a tag to reset the tag and to enable it to be able to respond
to further command requests. This command has no parameters. In the RFID Info tab there is more
information about the read tag.

-
sl BiClient v1.6 =B
oniig Dota Type Header Type Console
COM20 @ Plain @ A [¥] Include data
Bto= || ) ) Encrypted & B [¥] Include timestamp
Auta scorol
B psees
| Simple Commands | UART Corfig [ 10| RFID Commands | RFID Memary | RFID nfo Bles
I [TX 20170517 14.26:03 1Get UID and Type (BcD1)
Command: Gt UID and Type (0c01) - RX 2017-05-17 14.26:08 | ACK {}
RX 2017-05-17 14:26:08 | AsyrcPackst {20}
rameters [TX 20170517 14:26:09 ] Read all B1 memory
RX 2017-05-17 14:26:10 |:ACK
£8
-
W BiClient v16 =)
g Deta Type Header Type Console
COM20 @ Plain @ A [#] Include data
Rate:  |3600 @ Encypted | @ B [7] Includs timestamp
7] Auto scrol
9 Ao
| Simple Commands | UART Corfig [ 10 [ RFID Commands |; RFID Memary | RFID Info e,
Dec] Size bytes] Description Access  Value - =
» 1 | Fesut Read Ony |00
1 | Command R/W |00 =|| |nooocoocooooconooo
- i || |mX 20170619 113638 | Read all B1 memory
i |Command Parsmeters HIW | [RX 2017-06-13 11:36.38 JACK
(o [ Tag UID Read Only | ECEEBA4000000000000 ] EEB,
| UE | Tag Type Read Ony | D6 J
1 | Tag UID Size Read Only |04 L
16 | Data Buffer R/W |
16 | Date Bufer R/W |
116 | Data Buffer R/W |
16 | Data Bufer RW | A
16 | Data Butter R/wW I
16 | Date Bufer R/W
116 | Data Buffer R/W |
16 | Data Bufer RW | 5
— | ! || |poooooozooooooooon: |
[ I i T L
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Read Block (0x02) — (only Mifare Classic) The Read Block command takes as arguments block number of the first block
to read (Absolute Block Number - It is counted from 0. It is not a byte address. For example, the block
0x00 in Mifare memory at sector 0x01 would have an Absolute Block Number of 0x04), the number of
blocks to read (Read Length), the byte offset in the Data Buffer (Data Buffer Offset), the Authentication
Key Number and (optionally) the Authentication Key. After a successful authentication, the first block
is read and copied to the Data Buffer. The user can see the read sector in the RFID Memory tab. The

whole Block is in the Data Buffer at offset ‘0.

-
o BiClientv16 = &
g Data Type Header Type Console
comzo @ Plain @ A [#] Include data
A et | RO O Enoypted O/ B ] Include timestamp
9] Auto scrol
e
| Simple Commands | UART Corfig [ 10|/ AFIECammands | RFID Memary | RFID info flem,
Command:  Read Block ((02) -
Parameters
00DDO00000DDN000000}
i B Mol dation 2 [T 2017-06-19 12:03:58 | Read all B1 memary
Head Lot brsphenot ol L oo SO e e EBA4D0DD0000000000G04101 11213141516
Dats Buffer Offset [ytes shift in the Data Buffer]. [] HRIHAIE IR T
Authertication Key Numiber: 0
Authertication Key: Liiiiiiiiiid
|2
E
0000300000003003000) 14
-
ol ElCIiem)/Lﬁ = B
3 Deta Type Header Type Console
com20 @ Plain @ A [#] Include data
Rate: |3600 (71 Encrypted & B [¥] Include timestamp
7] Auta serol
Simple Commands | UART Corfig [ 10 | RFID Commands |; RFID Memory .| RFID Info Sem;
Pecl See bytes] Descaption Access Ve B =
|1 | Resut Read Cnly |00
1 | command R/W |00 7| | |po00000000000000000)
e e N O | [Xamss s Tatee s 1 menny
10 [ Tag UID Read Only | ECEEBA40000000000000 (00000201 0000FFFFFFFFFFFF CEBA4D00000DD0000000604101 11213141516
‘ [Tag il 1718191ATEICIDIETF
|1 | Tag Type Read Only | 06
Data Buffer offset - 0 Nk Tog UID Sie Fad v 2
T Dats Buffer R/W  |101112131415161718191A1B1CIDIETF |
Data Buffer offset - 16 —x—; T W]
LW |16 | Data Buffer R/W |
- Pl ] ]
Data Buffer offset - 32 v R = |
18 | Data B R/W |
Data Buffer offset - 48 | P b I
16 | Data Buffer R/W |
15 | Deta Busfer R/W [
16 | Data Busfer R/W ; IE
| | | = || |oovoocozoooooooconn |
& 1 m ] » o
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be in the first place stored in the Data Buffer starting from the Data Buffer Offset (byte index).

Write Block (0x03) — (only Mifare Classic) The Write Block command takes as arguments block number of the first
block to write (Absolute Block Number), the number of blocks to write (Write Length), the byte offset
in the Data Buffer (Data Buffer Offset), the Authentication Key Number and (optionally) the
Authentication Key. The desired data byte array which the user wants to store in the tag memory must

-
W BiClient v1.6 )
g Deta Type Header Type Console
com20 @ Plain @ A [#] Include data
8600 @ Encypted | @ B [7] Includs timestamp
7] Auta serol
By
| Simple Commands | UART Corfig [ 10 [ RFID Commands | RFID Memery | RFID info ey
Pecl See bytes] Description Access Ve B
|1 | Result Read Cnly |00
1 | Command R/W |00 3
12 | command Parsmeters R/W | 3COT1000FFFFFFFFFFFF =
10 |Tag uiD Read Only | (CEEBA40000000000000
|1 | Tag Type Read Only | 06
1 Tag UID Size Read Only |04
v ] s Data Buffer VR B 12345000123450001234500012345000
16 Dats buffer R/W | DOCODO00000DC0000000000000000000
16 | Data Buffer R/W |
16 | Data Bufer RW |
18 | Data Butter Rew |
16 | Data Buffer RAW |
|16 | Data Buffer R/W |
16 | Data Bufer RW | i
[« = m
Figure 5. Writing data to the Data Buffer.
-
5 BiClientv16 ==
g Data Type Header Type Console
comzo @ Plain @ A [#] Include data
%00 O Enoypted O/ B ] Include timestamp
9] Auto scrol
it
| Simple Commands | UART Corfig [ 10| RFID Commands | RFID Memary | RFID info flem,
Command:  Wrte Block (1xD3) -
Parameters
00DDO00000DDN00000}
i B Nl diation bl [T% 20170601 12:52:16 | Read all B1 memary
: [RX 2017-06-01 12.52.79 FACK
Wiked it ok ! (0000300000 FFFFEFFFFF £BA4000000000000006041 2345000123450
Dats Buffer Offset [ytes shift in the Data Buffer]. [] 00123850001
Authertication Key Numiber: 0 I
Authertication Key: Liiiiiiiiiid

000000DD00D0000000}

n

Figure 6. Writing parameters and executing the command.
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Read Data Block (0x04) — (only Mifare Classic) The Read Data Block command takes as argument block number of the
first block to read (Absolute Block Number), the number of blocks to read (Read Length), the byte
offset in the Data Buffer (Data Buffer Offset), the Authentication Key Number and (optionally) the
Authentication Key. The difference between the Read Data Block command and the Read Block
command is that the first one omits blocks containing authentication keys and lock bits. It only reads
the data blocks from a tag memory. If the next blocks fall into another tag memory sector, this sector
is authenticated using the same key.

-
Wgl BiClient v1.6 ==
o Data Type Header Type Console
comzo @ Plain @ A [#] Include data
i et || RO} b O Enoypted O/ B ] Include timestamp
— @] Auto scroll
| Simple Commands | UART Corfig [ 10|/ AFIECammands | RFID Memary | RFID info flem,
Command:  Read Data Block ((xD4) -
Parameters
00DDO00000DDN00000}
i B Mol dation Ll [T 2017-06-06 08:14:35 | Read all B1 memary
[RX 2017-06-06 081436 LACK
el ol i i3 (00003201 1D00FFFFFFFFFFFFO0000000000000006CEEBA0000000000000604123456 78901234
[DE,ta Buffer Offset [nytes shit in the Data Buffer] % ] 567890123456 7890 121234557830 | 23456789012345678901
Auihentication Key Number:
Authentication Key: FFFFFFFFFFFF
000000000000000000) E
/
/
) /
5 BiClient v16 / s}
g Data Type Header Type Console
com20 @ Plain @ A [#] Include data
ate: |9600 - (71 Encrypted & B [¥] Include timestamp
= 7] Auto serol
| Simple Commands | UART Corfig/[ 10 [ RFID Commands |; RFID Memory i RFID Info Sem;
Vi -
Dec] Siee bytes]  Dfescrption Access  Value B =
» 1 | lesui Read Only | 00
1 Jcommand R/w |00 7| |ooonoooncooncoooon;
18 /| command Paremeters R/W |32011000FFFFFFFFFFFF i ﬁg};mnsns 3@"@%‘;‘}3@? o B méwcry
I | ECEEBA40000000000000 (000032011 000FFFFFFFFFFFF00000000000000006CEEBAAD0000000000000604123456 78901234
10/ [rauo Fed 0oty | SRS 567890123456789012123456 7890123456 /8901234567690 1
1/ |TaaTie Read Only |06
1/ |TeguiDsie Read Only |04
15 Dala Buffer R/W __|1234567890123456 7850123456 789012
| = Data Buffer R/W |12345678901234567890123456 789072 l
16 [ Data Buffer R/W | 00000000D000000000DR00D00000000
16 | Data Bufer R/W |
16 | Data Bufer R/W |
16 | Data Buffer R/W |
16 | Data Bufer R/W |
16 | Data Busfer R/W | X =
} } || |oeocoeozooozooooon: E
& 1 n | » =
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Write Data Block (0x04) — (only Mifare Classic) The Write Data Block command takes as arguments block number of
the first block to write (Block Address), the number of blocks to write (Write Length), the byte offset in
the Data Buffer (Data Buffer Offset), the Authentication Key Number and (optionally) the Authentication
Key. The desired data byte array which the user wants to store in the tag memory must be in the first
place stored in the Data Buffer starting from the Data Buffer Offset (byte index). The difference between
the Write Data Block command and the Write Block command is that the first one omits blocks
containing authentication keys and lock bits. It only writes to the data blocks in tag memory. If
subsequent blocks fall into another tag memory sector, this sector is authenticated using the same key.

-
ol BiClient v1.6

Command: Wr-ile. D-am El‘ock {[‘M]-E)

Parameters
Absohte Block Number ftag memory]:

Write Length [number of blocks]:

Data Buffer Offset [bytes shift in the Data Buffer].
Authentication Key Number:

Authertication Key:

3
50
1
[
Q

FFFFFFFFFFFF

=[5
g Deta Type Header Type Console
COM20 @ Plain @ A [#] Include data
Rate:  |3600 @ Encypted | @ B [7] Includs timestamp
7] Auta serol
2 s
| Simple Commands | UART Corfig [ 10 [ RFID Commands | RFID Memery | RFID info e,
Pecl See bytes] Description Access Ve - =
ki | Resut Read Only |00 000000000000000000}
— | =| | | 20170605 14:32:55 [Read all B1 memory
1 | Command R/W |00 [RX 2017-06-05 14,3256 LACK
18 | Command Parsmeters R/W |32010000FFFFFFFFFFFF M| et 2
10 |Tag uiD Read Only :GCEEEMB[H)GD[H]GD[H]DD
Bl | Tag Type Read Only | 06
1 Tag UID Size Read Only |04
» I 16 Data Buffer VR IR 12345675901 23456 7830 123456789012
16 Dats buffer R/W | COCODOODI000UO00G000000000000000
18 | Data Bufer R/W |
16 | Data Bufer R/W
16 | Data Butter R/wW
16 | Data Buffer RAW | =
18 | Data Buffer i [000000000000000000}
16 | Date Bufter R/W [TX 2017-06-05 14:33:29 | Wiiite {1234567890123456 7890123456 739012} to address 10020
— | = | |IRx2017.0605 143328 1ACK § |
&l [ I b
Figure 7. Writing data to the Data Buffer.
=
o BiClientv16 ==
g Data Type Header Type Console
COM20 @ Plain @ A [¥] Include data
Fetee | R0 O Enoypted O/ B ] Include timestamp
9] Auto scrol
it
| Simple Commands | UART Corfig [ 10| RFID Commands | RFID Memary | RFID info

[TX 2017-06-05 14:34:41 [Wiite Data Block {(x05)
RX 2017-06-05 14:34:42 TACK {

R 2017-06-05 14:34:42 ]:AsyncPackst {20}

[TX 2017-06-D5 14:34:42 [ Read all B1 memory
RX 2017-06-05 14:34:42 FACK

EEBA4D000000000000060412345678901 234567

Figure 8. Writing parameters and executing the command.
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Read Page (0x06) — (only Mifare Ultralight, Mifare Ultralight EV1 and NTAG) The Read Page command takes as
arguments page number of the first page to read (Absolute Page Number), the number of pages to
read (Read Length) and the byte offset in the Data Buffer (Data Buffer Offset). If any of the pages to be
read are password protected a Password Authentication is necessary before doing a read operation.

-
5 BiClient v16 s}
orfig Data Type Header Type Cansole
com20 | @ Plain @ A [#] Include data
3600 (71 Encrypted & B [¥] Include timestamp
= [¥] Auto seroll
| Simple Commands | UART Corfig [ 10 | RFID Commands || RFID Memary | RFID Info
Command:  Read Page ((x06) -
Parameters
0000000000000}
oot Fage Nunbier Ragmemony] _1 [TX 2017-06-05 14:50:50 | Re=d sll B1 memory
Read Length [number of pages] 1 [(Rﬂxmzouﬂm-ae-ns J4abat ek DF2R4AAI408000000000074AA34080000000
Data Buffer Cffsst [bytes shift i the Data Buffer] 0
I:|
D0DD000R000000000} Il
-
5 BiClient v16 =)
orfig Data Type Header Type Cansole
com20 | @ Plain @ A [#] Include data
8600 @ Encypted | @ B [7] Includs timestamp
Disconnect [@] Ao seroll
| Simple Commands | UART Corfig [ 10 [ RFID Commands |; RFID Memary | RFID Info
Dec] Size bytes] Description Access  Value - =
3 1 | Result Read Cnly |00
1 Command R/W |00 7| | ' |oooooooooooooonooc
18 Command Parsmeters R/W |D10 = %(?ngneng 1{2 E%l}ﬁﬁd Al B memory
10 |Tsg uID Read Only | D4DF2B4AA3 (0000010 DF2B4AA340800000000D074A434080000000
1 | Tag Type Read Only | 0D
| Tag UID Size Read Only |07
| s Dats Bufer R/W  |4aA3
15 | Date Bufer R/W
16 | Data Buffer R/W |
15 Data Buffer R/W
16 Dats Buffer R/wW M
15 Data Buffer R/W
16 | Data Buffer R/W | 3
16 | Data Bufer RW | 5
} | - | |oooooconooonoonoon:
& [ M v | =
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Write Page (0x07) — (only Mifare Ultralight, Mifare Ultralight EV1 and NTAG) The Write Page command takes as
arguments page number of the first page to be written (Absolute Page Number), the number of pages
to be written (Write Length), and the byte offset in the Data Buffer (Data Buffer Offset). If any of the
pages to be written are password protected, then a Password Authentication is necessary before doing
a write operation. The desired data byte array which the user wants to store in the tag memory must
be in the first place stored in the Data Buffer starting from the Data Buffer Offset (byte index).

Disconnect

| Simple Commands | UART Corfig | 10

Command:  Write Page (07)

Parameters

Absolute Page Number fag memory].
\Write Length [number of pages]:

Data Buffer Offsst [bytes shift in the Data

| RFID Commands | RFID Memery | RFID Info

Buffer] 0

r :
sl BiClient v16 = [
orfig Data Type Header Type Console
comzo @ Plain @ A [#] Include data
%00 O Enoypted O/ B ] Include timestamp
= [@] Auto scroll
| Simple Commands | UART Corfig [ 10 [ RFID Commands | RFID Memery | RFID info
Dec] Sizs bytes] Description Access  Value :7 =
i [ Resut Read Only | 00 000D000D00D0000000}
— £ | | 2017-06-05 15:19:02 [Read all B memory
1 Command R/W |00 [RX 2077-06-05 15-19.03 JACK
00000 4AA340800000000D074AA34060000000
12 Command Parameters R/W |00 8 ||rivonoey D23 il
10 Tag UID Read Only | D4DF2B4AA2
1 | Tag Type Read Only |00
1 Tag UID Size Read Only | 07
b | = Data Buffer iR 12345672901234567890 123456789012
15 Dala Buffer R/W | 00000000000000000000000000000000
16 | Data Buffer R/W |
15 Data Buffer R/W
15 Data Buffer R/W
15 | Data Bufer R/W -
& | Data Biffer RiwW | 000000000000000000) |=
16 | Data Busfer R/W [TX 2017-06-05 15:19:22 | Wikte {12345678901234567890123456789012) to address G020 |'
| = || |IRX2017-0605 15:19:22 ACK L
] ] i | -
-
W BiClient v16 =)
orfig Data Type Header Type Cansole
com20 @ Plain @ A [#] Include data
3600 (71 Encrypted & B [¥] Include timestamp

[¥] Auto seroll

100000000000000000}

[TX 2017-06-05 15:20:05 [ Wiite Page {(x07)
RX 2017-06-05 15:20.05 JACK {

RX 2017-06-05 15:20.05 J:AsyncPacket {20}
[TX 2017-D6-D5 15:20:05 |Read all B1 memory
RX 2017-06-05 15:20:06 LACK

i DF2B4AA34080000000000712345678301234

56789012345678901

000000DD00D0000000}

P T |
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Encrypt Data (0x08) — The Encrypt Data command takes as command arguments the Encryption Key Number (0x00 or
0x01), the Initialization Vector Number (0x00 or 0x01), the Data Buffer Offset (16-byte blocks) and the
Data Length (16-byte blocks — this value can be between 1 and 16). This command encrypts the ‘Data
Length’ number of 16-byte blocks using the AES128 CBC encryption. It operates only within the Data

Buffer.
-
5 BiClient v16 i)
g Data Type Header Type Console
com20 | @ Plain @ A [#] Include data
8600 7 Encypted | € B [7] Includs timestamp
Disconnest 7] Auto serol
| Simple Commands | UART Corfig [ 10 [ RFID Commands |; RFID Memary | RFID Info
Pecl See bytes] Description Access Ve <] =
3 1 | Result Read Cnly |00
1 Command R/W |00 7| ooonoooncooocoooon;
18 Command Parameters R/W | D1010005FFFFFFFFFFFF - ﬁ%};mnﬁnsgéglgl}ﬁid o Bl memery
10 Tag UID Read Only | ECEEBA40000000000000 {000001010005FFFFFFFFFFFFO000000000000000GCEEBA400000000000000604 123456 78901234
Bl gt 567830123456789012123456 7890123456 789012345676801
1 | Tag Type Read Oriy |06
1 Tag UID Size Read Criy |04
16 Data Buffer R/W |12345678901234567890123456789012
16 Data Buffer R/W | 12345678901234567890123456789072
e —————————————
16 [ Data Buffer R/W | 00000000000000000000000000000000
16 Data Buffer R/W
16 Data Buffer R/W
16 Data Buffer R/W
16 | Data Buffer R/W |
16 | Data Bufer RW | 5 .
} | - | [000000000000000000
-« [ = - £
Figure 9. Example data written to the Data Buffer.
-
Wgl BiClient v1.6 ==
g Data Type Header Type Console
comzo @ Plain @ A [#] Include data
%00 O Enoypted O/ B ] Include timestamp
— @] Auto scroll
| Simple Commands | UART Corfig [ 10|/ AFIECammands | RFID Memary | RFID info
Command:  Encrypt Data (c08) -
Parameters

00D00000000000000000000000000}
[TX 2017-06-06 08:27:30 |:Read all B1 memory
[RX 20717-06-06 D8:27:30 EACK

Encryption Key Number:

Inttialization Vector Number:

1
L {000001010005FFFFFFFFFFEFO0000000000000006C EEBAD00000000000006044DD6 105241106
: COS557ACBBS1A1813B6407306B4C42E 21 BBECASFODFSC 1 1A994BABEEFAFCFCO4DESCACIAAET
D@ Bufer Crfset [16bytes blocks] o ABFE4341CBD31AE22280D1 A38445A978E4DIEC 2AFC ACI96BI295A2959BEEBBETEAIERNT3000
Data Length (16 bytes biocks}: 5

00000000000000000000000000000) @

1

Figure 10. Writing parameters and executing the command.
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e
u3 BiClient v1.6

Data Type Header Type Console
- @ Plan @ A Include data
bl 1 Encrypted B Include timestamp

Auto soroll

| Simple Commands | UART Corfig [ 10 | RFID Commands | RFIDMemony!| RFID Info

Dec] Size [bytes] Description Access Value Z
3 1 Result Read Only | 00
1 Command R/W oo 3
18 Command Parameters R/W | D1010005FFFFFFFFFFFF i ﬁg};ﬁgﬁgﬁél}fﬁd o Bl ooy
TR Pt OO e T D B
1 Tag Type Read Only | D6 ABFB4341CBDS1AEBB2BCO1A3B445A528EADS5C2AFCAC96B3295A29590B58BB75A3EB073000
] oo D Sze Bz Ol 04
18 Dats Buffer R/W 4DD61052411DECO5557ACBEA1ATB1986
18 Dats Buffer R/W 407906B4C42E218B5CASFODFECT1A954
16 Dats Buffer R/W BABBEFAFCFCO4DESCACIA4B1ABFB4341
16 Data Buffer R/W CBD91AES828C01A3B445A52BE4D35C2A
16 Data Buffer R/W FCAC396B9235A2959BB5BBB75A3EB073
18 ata butfer R/AW
16 Data Buffer R/W
1% Dats Buffer R/W i
i [ m v | -

Figure 11. Result of executing the command.
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Decrypt Data (0x09) — The Decrypt Data command takes as arguments the Decryption Key Number (0x00 or 0x01), the
Initialization Vector Number (0x00 or 0x01), the Data Buffer Offset (16-bytes) and the Data Length (16-
blocks — this value can be between 1 and 16). This command decrypts the ‘Data Length’ number of 16-
byte blocks using the AES128 CBC decryption methodology. It operates only within the Data Buffer.

-
5 BiClient v16 i)
3 Deta Type Header Type Console
com20 | @ Plain @ A [#] Include data
id Fate: 9600 (1 Encrypted & B [@] Include timestamp
= 7] Auta serol
| Simple Commands | UART Corfig [ 10 [ RFID Commands |; RFID Memory i RFID Info
Pecl See bytes] Descaption Access Ve <] =
» 1 | Fesult Read Cnly |00
1 Command R/W |00 3
18 Command Parameters R/W | D1010005FFFFFFFFFFFF i ﬁg};mnsns 3@%7732‘}5@? o B ey
1 Tag UID Read Only | ECEEBAZ0000000000000 {000001010005F FFFFFFFFFFFO0000000000000006C EEBA0000000000000060440D6105241106
|58 il C09557ACBB31A1B19B6407306B4CA2E 21 BBECASFIOF6C 1A994BASBEFAFCFCO4DEBCACIAAET
1 | Tag Type Read Only |06 ABFE4341CBD1AERR28C01A38445A978E4DIEC2AF CACI9EE995A2959BEEEBET5AIERN 73000
1 Tag UID Size Riead Only | 04
: e o
/e Tats Bufler R/ W | 2DDG106241 10EL 0955 /ALEEEI ATE 1565
16 Data Buffer R/W | 40790684CA2E21BESCASFIOFECT1ASS
16 | Data Bufer R/W | BASSGFAFCFCOADESCACSALEIABFE4341
16 Data Buffer R/W | CBDSIAEBE23CDIAIB445A928E4DIEC2A
\ Dats Buffer R/W | FCAC 59BESEEETEAIERITE
—e
16 Data Buffer R/W | DOCODOODIO0DUO000000U00000000000
16 | Data Bufer R/W |
16 | Deto Busfer R/W | i .
@ 1" W = [
Figure 12. Encrypted data in the Data Buffer.
-
5 BiClient v16 i)
g Deta Type Header Type Console
com20 | @ Plain @ A [#] Include data
8600 7 Encypted | € B [7] Includs timestamp
Discarnect 7] Auto serol
| Simple Commands | UART Corfig [ 10 | AFID Commands || RFID Memary | RFID Info
Command:  Decrypt Data (05) -
Parameters
Decryption Key Number:

000000000000000000}

[TX 2017-06-06 08:31:51 |:Read all B1 memory

[RX 2017-06-06 08:31.51 JACK

{00D001010005FF FFFFFFFFFFO00D000000D000006CEEBAADODD00DDO0D00D604123456 70501234

1

Initialization Vector Number: 1
Data Buffer Offset [16-bytes blocks], ] 56706901234567890121234567830121456 7890123456 78901

5

Data Length [16-bytes blocks]:

0000000000D0000000} [

1

Figure 13. Writing parameters and executing the command.
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e
sl BiClient v1.6

Data Type Header Type Console
- @ Plan @ A Include data
bt 1 Encrypted B Include timestamp
7] Auto scrol
((Dicomest | o
| Simple Commands | UART Corfig [ 10 | RFID Commands | RFIDMemony!| RFID Info
Dec] Size [bytes] Description Access Value Z

3 1 Result Read Only | 00
1 Command R/W |00 =/ | ooonooonooooooooon)
18 Command Parameters R/W | D1010005FFFFFFFFFFFF i ﬁ%}%”%ﬁ%}%ﬁ? o Bl mewony
10 Tag UID Read Only | (CEEBA40000000000000 {000001010005FFFFFFFFFFFFDO0D00DD000000006CEEBASDODDO0DD00000060412345678501234

E kit 567890123456 78901212345678301 23456789012345678901
i Tag Type Read Only | 06
1 Tag LID Size Fead Only | 04
15 Data Bufer R/W | 12345678901234567890123456785012
15 Data Biffer R/W | 12345678901234567890123456785012
e ———————
16 Data Buffer R/W | 000000000000D0D000D0000000000000
15 Data Buffer R/W
15 Data Bufer R/W
18 Data Buffer R/W
16 Data Buffer R/W
15 Data Buffer R/W !
- || | |oepoocooooooooocon:
4 [ m ] v -

Figure 14. Result of executing the command.

26




Eccel Technology Ltd ))’

Embedded RFID made simple
4

Write Value (0x0B) — (only Mifare Classic) The Write Value command takes as arguments block number of the block
to write (Absolute Block Number), the signed 32-bit integer value to be stored (Value), the block
address value to store in the memory block (Store Block Address), the Authentication Key Number and
(optionally) the Authentication Key. This command has the same functionality as the Write Block
command, except that it treats the block as a special value type defined by the Mifare standard. This
command has no visible results. The user can only check in the Result Register (the RFID Memory tab)
if the Write Value operation was successful. In the following example the value: 100d (0x64h) was

written into the Block Number 50.

.
sl BiClient v16

=3

Authentication Key Number:
Authertication Key:

: Data Type Header Type
COM2D @ Plain @A
9500 ©® Encrpted &8
Disconnect
| Simple Commands | UART Corfig [ 10| RFID Commands | RFID Memory | RFID Info |
Command: Write Value ((x0B) - Execute
Parameters
Absolte Block Number jag memory] 50
Value: 100
Store Block Address [absolute block number]. ﬂ

[
FFFFFFFFFFFF

Console

[¥] Include timestamp

[@] Auto scroll

|000000000000000000}
[TX 2017-06-06 14:58:12 |:Read all B1 memory

|000000000000000000}
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Read Value (0x0A) — (only Mifare Classic) The Read Value command takes as arguments block number of the first block
to read (Absolute Block Number), the offset of the Data Buffer where the value and read address will
be stored (Data Buffer Offset), the Authentication Key Number and (optionally) the Authentication
Key. This command has the same functionality as the Read Block command except it treats the block
as a special Value type defined by the Mifare standard. It tries to parse the block content to this 4-byte
signed value and to read a byte address stored in the last four bytes of the block. In this example
previously written value (100d —> 0x64h) can be read from the Block Number 50.

-
Wgl BiClient v1.6 ==
g Dsata Type Header Type Console
comzo @ Plain @ A [#] Include data
i et || RO} O Enoypted O/ B ] Include timestamp
= [@] Auto scroll
| Simple Commands | UART Corfig [ 10|/ AFIECammands | RFID Memary | RFID info flem,
Command:  Read Value ((0A) -
Parameters
00DDO00000DDN00000}
i B Nk dation 0 [T 2017-06-06 15:09:09 | Read all B1 memary
Dats Buffer Offset [ytes shift in the Data Buffer] [ s el 1l 0 ek .
Muthertication Key Number: ﬂ
Auhertication Key: FFFFFFFFFFFF
000000000000000000} [ |
-
Wgl BiClient v1.6 ==
orfig Dsata Type Header Type Console
comzo @ Plain @ A [#] Include data
%00 O Enoypted O/ B ] Include timestamp
= [@] Auto scroll
| Simple Commands | UART Corfig [ 10 [ RFID Commands || RFIDMemery '}l RFID info flem,
Dec] Size bytes] Description Access  Valus B =
1 Result Read Orly | 00
1 Command R/W |00 7| | ' |ponooonooonoooncooy
18 Command Parameters R/VW  320000FFFFFFFFFRFFFFFFFFF R ([ o e o o B ey
10 Tag UID Read Only | 6CEEBA4LGDO0A0000000 Q0D0320000F FRFFFFFFFFFFFFEFFFT £
1 Tag Tyee Read Orly |05
1 Toglln Bazd O, 00
re
| [ Data Buffer R/W I
—r T =
16 Data Buffer R/W
16 Data Buffer R/
18 Data Buffer R/
16 Data Buffer R/W
16 Data Buffer R/W
16 Data Buffer R/W 4 ta
~|| |ooooooocoo0o000000;
‘ [ m | » =
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Increment Value (0x0C) — (only Mifare Classic) The Increment Value command is an operation on a value-type block as
defined by the Mifare standard. It takes as arguments block number of the block where the value is
stored (Absolute Block Number), the signed 32-bit integer number which will be added to the value
(Delta Value —in decimal units), the Authentication Key Number and (optionally) the Authentication Key.
The command reads the value from the block to the volatile memory on the tag and increments it by
the selected Delta Value. This command has no visible results. The user can only check in the Result
Register (the RFID Memory tab) if the Increment Value operation was successful. To store the value in
the same or another block (copy to non-volatile memory on the tag), the user must execute the Transfer
Value command. In the following example, in the Block Number 50. the initial value equals 0x64h.

-
W BiClient v1.6 =)
: Deta Type Header Type Console
COM20 @ Plain @ A [#] Include data
Rate:  |3600 @ Encypted | @ B [7] Includs timestamp
7] Auta serol
2 s
| Simple Commands | UART Config [ 10| RFID Commands | RFID Memory | RFID Info | e,
[conmors:  cnert Ve 5 ]
Farameters
|000000000000000000}
Absolute Eodls Numbir Rag oyl A [T 2017-06:07 050707 | Read all B1 memory
; [RX 2017-06-07 D307 17 FACK
Ehasisie ! (00003200FFFFFFFFFFEFFFFFEFFT EED)
Authertication Key Numiber 0
Autherticston Ky FFFPP FFFFFFF

|0000000C0000000000}

4 [l

Figure 15. Incrementing the value in the Block Number 50 by 1 and copy it to the volatile memory.

-
o BiClientv16 = &
g Data Type Header Type Console
COM20 @ Plain @ A [#] Include data
Fetee | RO ) Eneypted O/ B ] Include timestamp
Auto soroll
i

| Simple Commands | UART Corfig [ 10| RFID Commands | RFID Memory | RFID Info |

lCcmmand. Transfer Value (0<0F) v [ Erecde ]
e
|0000C0000000000000)
alaataalaiad 0 [T 2017-06-07 08:55:48 | Read all B1 memory
Authertication Key Number: 0 [mm?m’ 08:55:50 JACK
Authertication Key: FFFFFFFFFFFF
|nopoooozaoDC00D200; [=]

Figure 16. Copy the incremented value to the non-volatile memory and save it to the Block Number 50.
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e
sl BiClient v16

g Data Type Header Type Console
com20 @ Plan @ A Include data
(g0 B O Enoypted 1B i
Autto scrol
Simple Commands | UART Corfig [ 10 |/ RFIE Commarids ;| RFID Memory [ RFID Info|
Cormend:  Fiead Vaue (60 7 ]
arameters
100000000000000000}
AbSolian ek Nl koo meimeny | G | |mX 20170507 09:15:36 | Rsad all BT memary
Data Buffer Cffset bytes shiftin the Dats Buffer] [ [mz!mwemm 1637 LACK -
Authertication Key Numiber: 0
Authertication Key FFFFFFFFFFFF
| |
000000D00D0000000}

Figure 17. Reading the value in the Block Number 50.

F
ol BiClient v1.6

g Deta Type Header Type Console
com2n -] @ Plain Include data
3600 bt (1 Encrypted & B Includs timestamp
Auto serol
| Simple Commands | UART Corfig [ 10 [ RFID Commands |; RFID Memory i RFID Info
Pecl See bytes] Descaption Access Ve = =
1 Result Read Ony | 00 |
1 Command R/W |00 7| | ' |oooooonooooooonoooy
18 Command Parameters R/W |320000FFFFFFFFFFFFFFFFFS i ﬁ%};ﬁ;g@ﬂg%ﬁl}ﬁ? o B ey
10 Tag UID Read Only | ECEEBA40000000000000 2000 FFFEFFFFFFFFFFFFT EEBA
b Tag Type Read Only | 06
1 Tag UID Size Read Only |04
s Data Buffer R/W |
16 Data Buffer R/W
16 Data Buffer R/W
16 Data Buffer R/W
16 Data Buffer R/W
16 Data Buffer R/W
16 Data Buffer R/W
16 Dats Buffer R/W i d
‘ 0 n v | .

Figure 18. Result of executing all above described commands.
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Decrement Value (0x0D) — (only Mifare Classic) The Decrement Value command is an operation on a value-type block,
as defined by the Mifare standard. It takes as arguments block number of the block where the value is
stored (Absolute Block Number), the signed 32-bit integer number which will be subtracted from the
value (Delta Value — in decimal units), the Authentication Key Number and (optionally) the
Authentication Key. The command reads the value from the block into the volatile memory on the tag
and decrements it by the delta value. This command has no visible results. The user can only check in
the Result Register (the RFID Memory tab) if the Decrement Value operation was successful. To store
the value in the same or another block (copy to non-volatile memory on the tag), the user must execute
the Transfer Value command. In the following example, in the Block Number 50. the initial value equals

0x64h.
-
55l B1Client v16 =]
: Data Type Header Type Console
COM20 @ Plain @ A [#] Include data
Rate:  |3600 @ Encypted | @ B [7] Includs timestamp
7] Auto serol
2 s
| Simple Commands | UART Config [ 10| RFID Commands | RFID Memory | RFID Info | e,
Command:  Decremert Value {BID) v [ Beate | ] |0000000D000C000000} N
[TX 2017-06-07 08:40:51 |:Decremert Value (¢D)
Coe FX 2017-06-07 02:4051 LACK & i
RX 2017-06-07 02:40.51 | AsyncPacket
Aouis Bece b Tog fsmon e [TX 2017-06-07 08:40.51 | Read all B memory
: RX 2017-06:07 08 4052 JACK
Ehasisie ! (0000320100000000FFFFFFFFFFFT EED)
Authertication Key Number 0
Authentication Key: FFFFFFFFFFFF
[
|0000000C00DR000000} I |
Figure 19. Decrementing the value in the Block Number 50 by 1 and copy it to the volatile memory.
-
W BiClient v16 =&
. Data Type Header Type Console
COM20 @ Plain @ A [#] Include data
Fetee | R0 O Enoypted O/ B ] Include timestamp
Auto scroll
e
| Simple Commands | UART Corfig [ 10| RFID Commands | RFID Memory | RFID Info | flem,
[ F
Command: Transfer Value (x0F) - Execute ]
arameters
|00DD000C0DDC00000}
Asohte Bockc Nunber kg o 0 [T 2017-06-07 08:55:48 | Read all B1 memory
Bl Vo oo o OOCO00 P PP £ £
Authertication Key: FFFFFFFFFFFF
|ooDoooozoo0c000z00; E|

Figure 20. Copy the decremented value to the non-volatile memory and save it to the Block Number 50.
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e
sl BiClient v16

Data Type Header Type Console
\-_1 @ Pain @ A Include data
L~ ) Encypied B Include timestamp
Autto scrol
| Simple Commands | UART Corfig [ 10| RFID Commands | RFID Memory | RFID Info |
lCcmmand. Read Value (&¢0A) v [ Erecde ]
arameters
100000000000000000}
AbSolian ek Nl koo meimeny | G [TX 2017-06-07 09:07.07 } Read all BT memary
Data Buffer Cffset bytes shiftin the Dats Buffer] [ [mz!mwemm 07.07LACK -
Authertication Key Number: 0
Authentication Key: FFFFFFFFFFFF
| |
000000000000000000}
Figure 21. Reading the value in the Block Number 50.
,
sl BiClient v16
g Data Type Header Type Console
com2n -] @ Plain Include data
8600 bl 1 Encrypted (51 Include timestamp
Auto serol
| Simple Commands | UART Corfig [ 10 [ RFID Commands | RFID Memory | RFID Info
Pecl See bytes] Descaption Access Ve = =
1 Resul Read Only |00
1 Command R/w |00 7| |ooonoooncooncoooon;
18 Command Parameters R/W |3200FFFFFFFFFFFFFFFFFFFS i FQ‘X%};M”ED;%%'OD?}B@? o B ey
10 Tag UID Read Only | ECEEBA40000000000000 (Q0D03200FFFFRFFFFFPFFFPFFEFT EEBA
1 Tag Type Read Only | DE
1 Tag UID Size Fiead Orly | 04
ek LZiARL,
| Data Buffer R/W |
16 Dala Bufer R/W
16 Data Buffer R/W
16 Data Buffer R/W
16 Data Buffer R/W
16 Data Buffer R/W
16 Data Buffer R/W
16 Data Bufer R/W X
|| |oeocoeozooozooooon:
. I i v | 2

Figure 22. Result of executing all above described commands.
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Restore Value (0xOE) — (only Mifare Classic) The Restore Value command is an operation on a value-type block, as
defined by the Mifare standard. It takes as arguments block number of the block where the value is
stored (Absolute Block Number), the Authentication Key Number and (optionally) the Authentication
Key. If the block is properly formatted, then the value from the block is copied to a volatile memory
register on the tag. This command has no visible results. The user can only check in the Result Register
(the RFID Memory tab) if the Restore Value operation was successful. To store the value in the same
or another block (copy to non-volatile memory on the tag), the user must execute the Transfer Value

command.
-
o BiClientv16 = &
: Data Type Header Type Console
COM20 @ Plain @ A [#] Include data
%00 O Enoypted O/ B ] Include timestamp
7] Auto serol
Disconnect @] Auto scrol
| Simple Commands | UART Corfig [ 10 |/ RFIE Commarids | RFID Memory [ RFID Info | e,
Command:  Restore Value ((x0E) v | Eecte |
Parameters
|00DD000C0DDC00000}
i B Nubeckog oo Ll [T 2017-06-07 08:55:48 | Read all B1 memory
bt o e B T =
Authertication Key: FFFFFFFFFFFF
{00000000002000000} E
L
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Transfer Value (0xOF) — (only Mifare Classic) The Transfer Value command is an operation on a value-type block as
defined by the Mifare standard. It takes as arguments the block number of the block where the value
is stored (Absolute Block Number), the Authentication Key Number and (optionally) the Authentication
Key. The value from the volatile register on the tag is copied to the pointed block. To verify that this
operation was successful the user should execute the Read Value command and check the proper Data
Buffer in the RFID Memory tab.

-
o BiClientv16 = &
Data Type Header Type Console
@) Plain @ A [¥] Include data
i 1 Encrypted &8 [#] Include timestamp
Auto scroll
ok
| Simple Commands | UART Corfig [ 10| RFID Commands | RFID Memory | RFID Info |
Command:  Transfer Value ((x0F} v | Beade
Parameters
|0o0000000000000000}
Abolias ek Hmbi ke meimeny} A [T 2017-06-07 08:55:48 | Read all B1 memory
Authertication Key Number: (] [mzm?m; 025550 LACK
Authertication Key: FFFFFFFFFFFF
|00000050000000003 E|
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Recover Value (0x10) — (only Mifare Classic) The Recover Value command takes as arguments block number of the
block where the value is stored (Absolute Block Number), the offset of the Data Buffer where the value
and read address will be stored (Data Buffer Offset), the Authentication Key Number and (optionally)
the Authentication Key. This command has the same functionality as the Read Value command, except
that it can be used on a block which is corrupted — it tries to recover data from a corrupted block.

-
5 BiClient v16 =)
g Deta Type Header Type Console
com20 @ Plain @ A [#] Include data
e |8600 @ Encypted | @ B [7] Includs timestamp
7] Auta serol
B A
[ Simple Commands | UART Corfig [ 10| RFID Commands | RFID Memary | RFID info fex
. N—— - . — [TX 2017-06-07 10:06:08 |\Wiite to address (<0050 -
Command:  Recover Value (D10) Excouic X 201706407 10:06:08 LACK §
R [TX 2017-06-07 10:06:17 |:Recover Value (Bx10}
Parameters FX 20170607 10:06.17 LACK
Absolute Block Number ftag memory] 50 ‘;H')(X;ﬁ;mn ED?T 11332 ;77 li'éc"‘fyr‘a‘f;laﬁdﬁnﬁw
Dt Buffer Cffset [oytes shift in the Data Buffer] iG R 170 1006 Bk e
Authertication Key Numiber 0
Authertication Key: FFFFFFFFFFFF
000000000000000000} [
-
5 BiClient v16 =)
g Deta Type Header Type Console
com20 @ Plain @ A [#] Include data
1 Rale: |3600 @ Encypted | @ B [7] Includs timestamp
7] Auta serol
2 s
| Simple Commands | UART Corfig [ 10 [ RFID Commands | RFID Memery | RFID info e,
Pecl See bytes] Description Access Ve B =
|1 | Result Fead Cnly |00
1 | Command R/W |00 =|| |nooocoocooooconooo
12 | command Parsmeters R/W | 321000FFFFFFFFFFFFFFFFFF = ﬁ%}%”ﬂg%ﬁgﬂs&? oA Efmeney
10 |Tsg uID Read Oniy | GCEEBA40000000000000 1000FFFFFFFFFFFFFFFFRE EEB,
1 | Tag Type Read Only | 06
1 Tag UID Size Read Only |04
[ s Data Buffer R/W | )]
| QG | Data uffer R/W | 65000000000000000000000000000000 I
kG | Data Bufer R/W | DO0ODO0DDO0DD00D000D00D00000000
16 | Data Bufer RW |
18 | Data Butter Rew |
16 | Data Buffer RAW |
|16 | Data Buffer R/W |
16 | Data Bufer RW | 5 =
i t | = || |oooooooeoooooonoon:
[ [ m | » 2=
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Get Version (0x11) — This command doesn’t take any arguments. It can be used with Mifare Ultralight EV1, NTAG213,
NTAG215 and NTAG216 tags. After successful reading, the first 8 bytesin the Data Buffer are filled with
data defined by the NXP standard. Please refer to the RFID B1 or NXP documentation for more
information. Example for NTAG are shown in Table 1. More information about tag types can be found

in the B1 user manual.
s BiClient v16 =i
0 Data Type Header Type Console
COM20 @ Plain @ A [#] Include data
8600 @ Encypted | @ B [7] Includs timestamp
Disconnect [¥] Auto scroll
| Simple Commands | UART Corfig [ 10 | RFID Commands | RFID Memory 3| RFID Info | £
Dec] SGize bytes] Description Access  Value =
E Resut Read o}inyr: o \
L Comnand - r ’%ﬁmﬂ%ﬁsm dall B
18 Command Parameters R/W | 321000FFFFFFFFFFFFFFFFFF - [szﬂﬁ-ﬂmrmzﬁwmﬁ( M
10 Tag UID Read Only | 04DF2B4AA34080000000 (0000321000FFFFFFFFFFFFFFFFRF DF2B4AA340800000000D070004040201000F
1 %ag fype Read o}ir,- loo
1 T’a’g IJID Size Head Onyﬂ 07
[ 16 Data Buffer R/W | D004040207000H ]
G Data Buffer R/W |
16 Data Buffer R/W
16 Data Buffer R/W
16 Data Buffer R/W |
16 Dats Buffer R/W |
16 Data Buffer R/W
16 Data Buffer R/W I | 5 i
. [ m ] » =
Byte No. Description NTAG213 | NTAG215 | NTAG216 Interpretation
0 Fixed header 0x00 0x00 0x00
1 Vendor ID 0x04 0x04 0x04 NXP Semiconductors
2 Product type 0x04 0x04 0x04 NTAG
3 Product subtype 0x02 0x02 0x02 50 pF
4 Major product version 0x01 0x01 0x01 1
5 Minor product version 0x00 0x00 0x00 VO
6 Storage size OxOF 0x11 0x13
ISO/IEC 14443-3
7 Protocol type 0x03 0x03 0x03 / .
compliant
Table 1

In example above there is ‘0004040201000F030000000000000000’ in the Data Buffer and that suggest NTAG213 tag.
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Read Signature (0x12) — The Read Signature command doesn’t take any arguments. This command can be used with
Mifare Ultralight EV1, NTAG213, NTAG215 and NTAG216 tags. After successful reading, the first 32
bytes in the Data Buffer are filled with the ECC signature defined by the NXP standard. Please refer to
the NXP documentation for more information.

-
5 BiClient v16 =)
orfig Deta Type Header Type Console
com20 @ Plain @ A [#] Include data
Rate:  |3600 7 Encypted | € B [7] Includs timestamp
Discarnect 7] Auto serol
| Simple Commands | UART Corfig [ 10 [ RFID Commands | RFID Memery | RFID info e,
Dec] Size bytes] Description Access  Value - =
1 | Result Read Cnly |00
1 | Command R/W |00 =/ | |ooooooocoooooonoconoot
18 | command Parsmeters R/W | 321000FFFFFFFFFFFFFFFFFF = ﬁ%}%“ﬂgggl}s&? oA Efmeney
10 Tag UID Read Ony | DADF2B4AAD {0000221000FFFFFFFFFEFFFFFFFFI0000000000004DF 2R4AA340800000000D07C56B43502697A
! i i """I B62528221494CB1C105583A7056C9E 7CA527393875FCA51C264000000000000000000000000000
1 | Tag Typs: Read Only |00
1 | Tag UID Size Read Cnly |07
16 | Data Butter R/W | C56B435B2697AB62528221494CB1C105
16 | Data Buffer R/W |583A7056CHE7CE527993875FCH61C264
16 | Data Buffer R/W |
16 | Data Bufer RW |
16 | Data Butter Rew |
16 | Data Buffer R/wW
16 | Data Buffer R/W |
16 | Data Bufer RW | ; .
| | = |  |oooooooeoooooonaoono
-« [ = - £
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Configure UID (0x13) — The Configure UID command takes as argument the UID configuration byte (UID Type), the
Authentication Key Number and (optionally) the Authentication Key. This command changes the
configuration of the UID on some Mifare Classic tags. For more information please refer the RFID B1
user manual.

-
5 BiClient v16 sl
g Data Type Header Type Cansole
COM20 @ Plain @ A [#] Include data
Rate: |3600 (71 Encrypted & B [¥] Include timestamp
V] Auto serol
] Ao
| Simple Commands | UART Corfig [ 10 | RFID Commands || RFID Memary | RFID Info Sem;
Command:  Corfigure UID (x13) -
Parameters
000000000000000000}
UiD T ‘_} [TX 2017-06-07 11:06:35 |Read all B1 memory
Authertication Key Number 0 X 070607 1106 16 FACK
———— 0L FFFFFFFFFFFFFFFFFFF EEBA40AZ
Authertication Key: FFFFFFFFFFFF
D0DD000R000000000} m
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Read Counter (0x14) — The Read Counter command takes as arguments the tag Counter Number and the Data Buffer
Offset in bytes. This command reads the counter value of the counter pointed to by the Counter
Number and stores it in the Data Buffer at the Data Buffer Offset index as an unsigned 24-bit integer
with the least significant byte first. This command works only for Ultralight EV1, NTAG213, NTAG215,
NTAG216, NTAG213F, NTAG216F tags. The following example shows how to read the counter in the
NTAG213 tag. The counter must be turned on first. This can be done by writing 0x10000000b into page
42 of the tag memory. For further information on how to execute this command with other types of

tags please see the appropriate documentation from NXP.

-
ol BiClient v1.6

Command: Wrile. Page {b(D?)

I Absolute Page Number fiag memory]

Write Length [number of pages]:

Dats Buffer Offset [ytes shift in the Data Buffer]. []

= [ =
Data Type Header Type Cansole
CoM2! @ Plain @ A [#] Include data
i @ Encypted | @ B [7] Includs timestamp
Auto seroll
e
| Simple Commands | UART Corfig [ 10 | RFID Commands | RFID Memery | RFID Info | e
[ Decl Seeytest Descrpton Access Value E
RE Flesul Read Only |00 [
1 Command R/W |00 ‘ 3
18 Command Parameters W | =
| | Tag UID Read Only | D4DF234AA34080000000
1 Tag Typs Read Only | 0D
1 Teg UID Size Fead Only |07
[ 16 Data Buffer R/W | ]
| s Data Buffer R/W | D000DDDOD000CO0000D0H0DOC0000000
16 Data Buffer R/W | D000000000000000000000D000000000
15 Data Buffer R/W | DO00DOODO0DDDO0000000DD000000000
16 Data Buffer R/W |
15 Data Buffer R/W | D000DDDODOD0COD000DOM0DCC0000000
16 Data Buffer R/W  |D00000000000000000D000D000000000
15 Data Buffer R/W | DDO0ODDO0O0DDDO0000000DD000000000 i
|4 [ - " - ] »
-
o BiClientv16 = =
Data Type Header Type Console
@ Plain @ A [¥] Include data
) Encypted © B [¥] Include timestamp
Auto scroll
it
| Simple Commands | UART Corfig [ 10| RFID Commands | RFID Memory | RFID Info |

[TX 2017-06-07 12:35:01 [ Wiite Page {(07)
RX 2017-06-07 12:35:01 TACK {

R 2017-06-07 12:35:01 J:AsyncPackst {20}
[TX 2017-06-D7 12:35:01 [ Read all B1 memory
RX 2017-06-07 12:35:02 JFACK

|{0000;

DF2B4AA34080000000000710000000000000000
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e
sl BiClient v16

Data Type Header Type Console
@ Plain @ A Include data
_ 1 Encrypted & B Include timestamp
Auto scroll

| Simple Commands | UART Corfig [ 10 |/ AFIE Commands }| RFID Memory | RFID Info

Command:  Read Courter (x14) -
I Courter Mumber | | |nonoco0ooongonooo)
: ! [T 20170607 12:38:54 | Read all B1 memory
Data Buffer Offset [oytes shift in the Data Buffer] ] O atoto DF2B4AA3 0
|
|
0000000000D0000000}

Figure 23. There is the only one counter with number 2.

F
ol BiClient v1.6

9 Data Type Header Type Cansole
L @ Plain Include data
|50 | (1 Encrypted (SF:] Include timestamp
Auto seroll
| Simple Commands | UART Corfig [ 10 [ RFID Commands | RFID Memery | RFID info
Pecl See bytes] Description Access Ve = =
1 Result Read Only | 00
1 Command R/W |00 = | |ooooo0o000000000003
18 Command Parameters R/W - ﬁg@ﬁ; 11;333;%121}3&?1 A B ey
10 Tag UID Read Only | 04DF2B4AA3 0000¢ DF2B4AA340800000000D0729000000000000
1 Tag Typs Read Only | 0D
1 Tag UID Size Fead Only |07
| s Dats Bufer AW |
18 Data Buffer R/W
16 Data Buffer R/W
15 Data Buffer R/W
16 Data Buffer R/W
18 Data Buffer R/W
16 Data Buffer R/W 1
15 Data Buffer R/W i ; |E|
4 [ m Jr | =

Figure 24. The counter has a value of 0x29h.
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Increment Counter (0x15) — The Increment Counter command takes as arguments the tag Counter Number and the
Increment Value to be added to the counter value. This command increments the counter value of the
counter pointed to by the Counter Number. The Increment Value is a 24-bit unsigned number with the
least significant byte first. This command works only with Ultralight EV1 tags. The following example
shows how to increment the counter in the Ultralight EV1 tag.

-
sl BiClient v16

=B

COM2D

aud Fate-  |9600

Disconnect

Data Type
@ Plain

() Encrypt

Header Type
@ A

ed B

| Simple Commands | UART Corfig | 10

Console

[¥] Include data
[ Include timestamp

[@] Auto scroll

Disconnect

| Simple Commands | UART Corfig | 10

| RFID Commands || RFID Memory :| RFID Info

Command: Read Counter (Ix14) -
Parameters
00000000000000000}
et Hameer 2 [T 2017-06-07 13:07:54 | Read all B1 memory
Data Bufer Offset [bytes shift in the Data Buffer] [] [RA2UF A0 T30 T LAk S
00000000000000000} [ |
-
5 BiClient v16 sl
orfig Data Type Header Type Cansole
com20 @ Plain @ A [#] Include data
8600 @ Encypted | @ B [7] Includs timestamp

] Auo seroll

el [

"

] »

Dec] Size bytes] Description Access  Value &
1 | Result Read Cnly |00

E Command R/W |00 = | |ooooooooooooonon:
18 Command Parameters R/W £ ﬁ%éﬁ; 11%00%%]}3&?‘1 A B ey
10 | Tag UID Read Only | 0414D6F27113C81000000 (00000 14D6F2113C81000000030731000000000D00D
1 | Tag Type Read Only |03

E Taq UID Size Read Only |07

| Dats Buffer R/W |3 |

16 Data Buffer R/W
16 | Data Buffer R/W |

G Data Bufer R/W
16 Data Buffer R/W
16 Data Buffer R/W
16 | Data Buffer R/W |

s | Data Buffer AW | i !

1

Figure 25. The Data Buffer after the Read Counter command execution.
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e
13 BiClient v1.6

Data Type Header Type
- @ Plain @ A
b 1 Encrypted (S5

| Simple Commands | UART Corfig | 10

| RFID Commands | RFID Memory | RFID Info

Console
Include data

Auto soroll

Include timestamp

| CEoyed OB

| Simple Commands | UART Corfig | 10

| RFID Commands |; RFID Memony 3 RFID Info

Command:  Increment Counter (Bc15) -
[TX 2017-D6-D7 13:08:56 |:increment Counter (Ix15)
Parameters [RX 2017-06:07 13:08:56 LACK {} i
RX 2017-06-07 13:0856 |AsyncPacket
Gorne Hembinr 2 [T 2017-06-07 13:02:56 | Read all E1 memary
- RX 2017-06-07 13.08:57 LACK
Increment Value i (0000020 14D6F2113C10000000307310000000000000
| |
| |
00DDOODOOOD00000}
- _—
o5l BiClient v1.6 [E=SEEx
Data Type Header Type Console
- ® Plain Include data

Include timestamp

Auto seroll

Pecl See bytes] Descaption Access Ve = =

1 Resut Read Oriy | 00 [

1 Cormand R/W |00 = | |oooooooncoonoonoo;

18 Comimand Parameters R/W - ﬁ%};ﬁ; e l}?g(" all B memory

10 Tag UID Read Orly | 0414D6F2713CE1000000 (L 14D6F2113CE

b Tag Type Read Only | 03

1 Tog UID Sze Fead Only |0

| s Dala Bufer R/W |3 |

1% Data Bufer R/W

18 Data Buffer R/W

18 Data Bufer R/W

18 Data Buffer R/W

1 Data Bufer R/W

15 Data Buffer R/W

15 Dota Buffer R/W i 0 1l
‘ [ m Jr | lfl

Figure 26. The Data Buffer after the Increment and Read Counter commands execution.
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Check Tearing Event (0x16) — (only Ultralight EV1) The Check Tearing Event command takes as arguments the tag
Counter Number and the Data Buffer Offset in bytes. This command checks whether there was a
tearing event in the counter and stores the flag value in the Data Buffer at the Data Buffer Offset index.
The value ‘0x00’ is stored if there has been no tearing event, and ‘0x01’ is stored if a tearing event

occurred.

.
sl BiClient v16

=8

g Data Type Header Type
COM2D @ Plain @ A
Rate: (9600 & Enpad & B
| Simple Commands | UART Corfig [ 10| RFID Commands | RFID Memory | RFID Info |
Command: lj‘|eck T‘earing Event {[k.‘\{;") -
Parameters
Courter Number 2
Dt Buffer Offset bytes shiftin the Dat Buffer] [

Console

[¥] Include data
[ Include timestamp

[@] Auto scroll

|00000000000000000}
[TX 2017-06-07 13:17:09 | Read all B1 memory

[RX 2017-06-07 13:17.10 LACK
(0000021

14D6F2113C

00000000000000000} A
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Password Authentication (0x17) — The Password Authentication command takes as arguments the Data Buffer Offset
where PACK result will be stored, the Password Number and (optionally) the Password. This command
tries to authenticate the tag using the chosen (pointed to) password. The 2-byte PACK result is stored in

the Data Buffer under Data Buffer Offset index.

Halt (0x18) — The Halt command takes no arguments. It halts the tag and turns off the RF field. It must be executed at
the end of each operation on a tag to disable the antenna and reduce the power consumption.
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Calculate CRC (0x19) — The Calculate CRC command takes as arguments the Memory Address (B1 based module
memory), the Data Length in bytes and the Data Buffer Offset. The CRC calculation starts at the byte
pointed at by the memory address and is done on the ‘Data length’ number of bytes in the volatile
memory. The result is stored in the Data Buffer at the Data Buffer Offset index. The result is a 16-bit

unsigned value with least significant byte first only when the module’s memory is unlocked.

Data Buffer offset - 32

m

-
Wg BiClient v1.6 ==
3 Dats Type Headsr Typs Console
comzo @ Plain @ A [#] Include data
%00 O Enoypted O/ B ] Include timestamp
— 7] Auto serol
| Simple Commands | UART Corfig [ 10|/ AFIECammands | RFID Memary | RFID info flem,
Command:  Calculate CRC (215) -
Parameters
i D0DDO0D0ODIN0N00D000D)
Mty Mceee Bote pkimes] & [T 2017-06-19 14:12:12 | Read all B1 memary
fe [RX 2017-06-19 141213 FACK
i i (000050001 D002000FFFFFFFF DF2B4AA3408000000000079CCC 1213141516
e 1712131A1BICTDIETF AL
D@ Bufer Orfset [ytes shiftinthe Data Buffer] & D000SCCC12131415161718191AIBICIDIET
1000000000000000000000}
-
5 BiClient v16 s}
g Deta Type Header Type Console
com20 @ Plain @ A [#] Include data
8600 @ Encypted | @ B [7] Includs timestamp
Discarnect 7] Auto serol
| Simple Commands | UART Corfig [ 10 [ RFID Commands | RFID Memory | RFID Info | e,
Address [Dec]  Size ytes]  Descrption Access  Value = =
0 1 Rssuit Read Orly |00
1 1 Command R/W |00 7| | ' |oooooooooooooonoconooo
2 18 Command Parsmeters R/W | 500010002000FFFFFFFFO0D00000 — }&%@g@g 11:" g ggl}ﬁ‘éid Al B memory
o~ 0 E— P ITTTES PP ————. 000050001 DO02D00FFFFTFFT DF2R4AAI408000000000075CCE 1213141516
i sishichll 1718191A1BICTDIETF AL
0 1 Tag Typs Read Ory | 00 D00DSCCC12131415161718191A1BICIDIET
7 1 Tag UID Sizs Read Only | 07
z 16 Dats Buffer R/W | 9CCCT2131415161718191A181CT
48 16 Dats Buffer Rew |
—Pes 16 Data Buffer R/W DA £
20 16 Data Buffer R/W | 9CCC12131415161718191AT81CT
% 16 Dats Buffer Rew |
12 16 Dats Buffer ROW | £
128 16 Data Buffer RW |
144 15 | Dats Buter R/W | 3
| | =~ | |oooooooeoooooonaoonaon
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Copy Data (0x1A) — The Copy Data command copies data around inside the RFID Module memory. This command
takes as arguments the Destination Address (decimal value), the Source Address (decimal value) and
the Data Length in bytes.

N

-
4 BiClient v16

g Data Type Header Type Console
com20 @ Plain @ A [ Include data
L ) | @y || @B [ Indlide estamb

[@] Auto scroll

Disconnect

| Simple Commands | UART Corfig [ 10| RFID Commands | RFID Memary | RFID info

[TX 2017-06-19 13:36:15 | Copy Data {Ox 1A}

Commend:  Copy Date (&1A) M RX 2017-06-19 133615 LACK
RX 2017-06-19 13:36:15 }AsyncPacket {20)
Parameters [TX 2017-06-19 13:36:15 [Read all B1 memory
e an RX 2017-06-19 13:36:16 JACK
Destination Address [byte addrsss]: & 1000FFFFFFFF DF2B4AA3408000000000075CCC 1213141516171
: 2 8191A181C1DIETF
Source Address [byte address]. 32 CC12121415161718181ATBICIDIETF
Data Length [bytes]: 16

-
ol BiClient v16

:l“-lilg

Deta Type Header Type
@ Plain @A
L =] (1 Encrypted e

| Simple Commands | UART Corfig | 10

| RFID Commands | RFID Memory |RFID Info |

Cansole
[¥] Include data

[ Include timestamp

] Auo seroll

m

Address [Dec] _Size Iytes] | Descrption ccess Ve <
[0 B | Resut Read Only | 00
1 3 Command R/W |00 = | |ooocaooasoooooooconto:
2 18 Command Paramters R/W | 500020001000FFFFFFFFODD0000C— ﬁg@g@g %ﬁfﬁ l}ﬁﬁd o Bl memary
- a4y Tag UID Read Orly | (4DF284883 (000050002000 1000FFF DF2R4AAI408000000000075CCE 1213141516
W 1 Tag Typs Read Only | 00 D0DSCCC12131415161718191ATBICIDIETF
3 3 Tag UID Sizs Read Only | 07
2 16 Data Buffer r/w [|scoizmasisinaigarsict
48 16 Data Buffer R/W || OOODDGODOCODOCO00C0D0000000,
64 16 Data Buffer R/W %
20 16 Data Buffer R/ |lsccoizaeisisnamaeic
% 16 Data Buffer R/W
112 16 Data Buffer R/W
128 16 Data Buffer R/W
im ]16 |Data er R/W 3 ;
I [ n v
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Unlock (0x1B) — The Unlock command takes as an argument an 8-byte long password. If the password matches the
actual password in the module the memory which contains:

e AES Initialization Vectors

e AES Encryption Keys

¢ Authentication Keys and Passwords
e User Memory

e Password

will be unlocked and made accessible for read and write operations.

-
5 BiClient v16 =)
Deta Type Header Type Console
@ Flain @A [#] Include dats
| | 1 Encrypted & B [¥] Include timestamp
= ] Auto scrol
| Simple Commands | UART Corfig [ 10 | RFID Commands || RFID Memary | RFID Info
Command:  Unlack {(x1B) -
Parameters
0000000003000
Password 0000000000000000 i
[T 2017-06-12 12:18:10 | Read all BI memory

[RX 2017-06-12 12:18:11 TACK
FFF DF2B4AA3408000000000D07FOE 10000000000

DOFFFFFFFFFEFF

D0DBO0DD00D0000000; @
-
5 BiClient v16 =)
Data Type Header Type Cansole
@ Plain @A [¥] Include data
| | 1 Encrypted & B [¥] Include timestamp
= [¥] Auto seroll
| Simple Commands | UART Corfig [ 10 [ RFID Commands |; RFID Memory i RFID Info
Pecl See bytes] Descaption Access Ve <] =
16 Data Buffer R/W
15 Data Buffer R/W 00000000C0D0N00000)
[TX 2017-06-12 12:19:05 |-Read all B1 memory
0000DD00D000000D ;
g Hutownd RIW [RX 2017-06-12 121906 FACK
15 'AES Intialization Vector @ R/W | FFF DF2B4AA340800000000D07FOE 10000000000
16 AES Initialization Viector 1 R/W L
15 AES Key 0 R/W
15 AES Key 1 R/W B
3 Authentication Key / Password 0 |R/W | FFFFFFFFFFFF
6 Authertication Key / Password 1 |R/W | 000000000000 DOFFFFFFFFFEFF
] Authertication Key / Password 2 |R/W | DD00DD0DO00D
6 Authertication Key / Password 3 |R/W | 000000000000
[ Authentication Key / Password 4 |R/W | 000000000000
5 Authertioation Key / Password 5 |R/W | 000000000000
5 Authentication Key / Password 6 |R/W | D000DDO0D00D d o
~|| |ooooooococoooonoo
@ | i | K]
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Lock (0x1C) — The Lock command takes no arguments. If the device is unlocked and the user executes the Lock
command, protected memory which contains:

e AES Initialization Vectors

e AES Encryption Keys

¢ Authentication Keys and Passwords
e User Memory

e Password

will be saved to non-volatile memory and locked (direct access will be blocked).

-
W5l BiClient v1.6 ==
Config Data Type Header Type Console
coman @ Plan @ A [ Include data
0 ] || @Eew || ©B [ Indlide estamb
= [@] Auto scroll
| Simple Commands | UART Corfig [ 10| RFID Commands | RFID Memary | RFID info
Command:  Lock (®cIC) - 0000000000000}
[TX 2017-06-12 12:23:39 }Lock ([1C)
Parameters RX 2017-06-12 12:23:39 FACK {
RX 2017-06-12 12:23:39 | AsyncPacket {20)
[TX 2017-06-12 12:23:39 |:Read all B1 memory
RX 2017-06-12 12:23:40 LACK
FFF DF2B4AA340800000000D07FOE 10000000000
0000000C000C000000} @
-
W5l BiClient v1.6 ==
Data Type Header Type Console
@ Plain @ A [¥] Include data
L~ | ) Enerypted E B [#] Include timestama
= [@] Auto scroll
| Simple Commands | UART Corfig [ 10 [ RFID Commands || RFIDMemery '}l RFID info
Dec] Sizs [bytes] Description Access  Value = =
15 Daa Buffer R/W
15 Data Buffer R/W 000000000000000000)
[TX 2017-06-12 12:24:02 |:Read all B1 memory
0000000000000000 :
¢ Pesswot] RIW [RX 2017-06-12 12:24:02 }ACK
15 'AES Iitialization Vector 0 R/W L FFF DF2B4AA340800000000D07FOE 10000000000
15 AES Initialzation Vector 1 R/W 1
16 AES Key 0 R/W 1
16 AES Key 1 R/W =
[ Authentication Key / Password 0 |R/W | 000000000000
5 Authertioation Key / Password 1 |R/W | 000000000000
5 Authentication Key / Password 2 |R/W | D000DDO0D00D
5 Authertication Key / Password 3 |R/W | D0000D0DD00D
5 Authentioation Key / Password 4 |R/W | 000000000000
6 Authertication Key / Password 5 |R/W | 000000000000
B Authentication Key / Password 6 |R/W | DD00DDO0D00D 4 ta
~|| |ooooooocoo0z000000
%] | I} v | 2=
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Get Module Version (0x1D) — The Get Module Version command takes no arguments. After execution, the Data Buffer
at index 0x00 is filled with a NULL-ended ASCII string which describes the hardware and firmware
version of the module.

Disconnect

| Simple Commands | UART Corfig | 10

-
sl BiClient v16 = E
Data Type Header Type Console
@ Plain @ A [¥] Include data
| - 1 Encrypted & B [¥] Include timestamp

[@] Auto scroll

Command: Get Module Version (Q<1D) -
Parameters
000000000000000000000)
[TX 2017-06-12 12:25:07 ]:Read all B1 memory
[RX 2017-06-12 12:25.08 JACK
{00000000000000000000FFFFO00D00000000000004DF 2B4AA240800000000D07456363656C2054
6563626 EGFACEF6775204C 74642E205246434420423 1 204D6F54756C652E.20486 1726477617265
2076657272696F6E20312631322E 2046697260776 1 7265207665727 3656F6E203 12E3 1000000000
D000000D0000000000000} @
-
5 BiClient v16 =)
Data Type Header Type Cansole
@ Plain @A [¥] Include data
B 7) Encypted () B [ Include timestamp
Disconnect [7] Auto serol
| Simple Commands | UART Corfig [ 10 [ RFID Commands |; RFID Memary | RFID Info
Pecl See bytes] Description Access Ve = =
1 Result Read Only | 00
1 Command R/W |00 =/ | |noooooocoooooonoconoot
|| |MX2017-06-12 12:25 44 | Read all B1 memory
18 Command Parameters R/W FFF IR 2017-08.12 12 25 45 LACK
FFF B4AAI40800000000D0 C2054
n Trg UD Ficad Ocly | MDA 6563686E6FACEF779204C 74642E2052464344204231 204D6F 6475606505 2048617264 77617265
1 Tag Typs Read Only | 0D 2076657273696F 6E20312E91322E 204669726 D776 1 72652076657273696F6E20312E31000000000
1 Tag UID Size Read Only |07
16 Data Buffer Rew  ((45635365602054656 686 EBFECERETTI )
15 Data Buffer R/W || 204C74642E2052464944204231204D6F
16 Data Buffer R/W || 64756C652E2048617264776172652076
15 Data Buffer R/W || 657273696F6E20312E31322E20466972
16 Data Buffer R/W  \|6D776172652076657273696F6E20312E
15 Data Buffer R/W | 31000000000000000000(0DCC0000000
16 Data Buffer R/W
15 Data Buffer R/W ! T
~||  |ooooooooooooooooo00on;
L« 0 = - £

Figure 27. After decoding: Eccel Technology Ltd. RFID B1 Module. Hardware version 1.12. Firmware version 1.1
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Reset to Defaults (0x1E) — The Reset to Default command doesn’t take any arguments. It resets all memory including
protected memory to factory default settings. All locked information is lost.

-
ol BiClient v1.6

= [E
g Data Type Header Type Console
comzo © Flain @A 9] Include data
il 2 O Encopted ) B [7) Include timestamp
7 Auto serol
Sianes
| Simple Commands | UART Config [ 10| RFID Commands | RFID Memory | RFID Info fex
R [TX 2017-06-12 12:32:26 | Reset to Defauts (B1E)
Command:  Reset to Defauls (Bx1E) v FX 2017-06-12 12:32:26 [ACK )

RX 2017-06-12 12:32:26 }AsyncPacket {20}
[TX 2017-06-12 12:32.26 | Read all B1 memory
RX 2017-06-12 12:32:27 JACK
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Enumerate tags UID (0x1F) — This command is only for the BIMT (Multiple Tag) based modules. The Enumerate Tags
UID command doesn’t take any arguments. This command scans for all tags within the range of the
antenna and enumerates their UIDs in the Data Buffer. The first byte in the Data Buffer says how many
tags were discovered. If there are no tags in the range, then the Result Register is updated with 0x08
(Tag is not present) value. After enumeration, if there is at least one tag in the field, the Result Register
is updated with 0x00 (No Error) value. Information about all enumerated tags is stored in the Data
Buffer, starting from the second byte of the buffer. There are as many records in the Data Buffer as there
were tags found. Each record contains the Tag UID Size followed by the Tag UID is stored in the rest of

the bytes in the record. The record length is variable and equal to the UID size plus one byte.

0x01 — Number of tags in the field, 0x07 — Tag UID Size, 0x04DF2B4AA34080 — Tag UID

51

-
ol BiClient v1.6 = olE)
: Data Type Header Type Cansole
Com118 @ Plain @ A [#] Include data
3600 (71 Encrypted & B [¥] Include timestamp
[¥] Auto seroll
Disconnect ] Ao ser
| Simple Commands | UART Corfig [ 10 | RFID Commands | RFID Memery [ RFID Info | e
Command:  Enumerate Tags UID (x1F) + [ Execute
-
ol BiClient v1.6 = olE)
: Data Type Header Type Cansole
Com118 @ Plain @ A [#] Include data
8600 @ Encypted | @ B [7] Includs timestamp
] Auo seroll
Disconnect [¥] Auto scrol
| Simple Commands | UART Corfig [ 10 [ RFID Commands | RFID Memory | RFID Info | ey
Dec] Size bytes] Description Access  Value -
S K Resut Read Only |00 [
1 Command R/W |00 ‘ 7| | ' |oooooooooooooonooc
18 Command Parsmeters W | = %é@%ﬁ% %ig%ﬂiﬁd Al B memory
| 10 Tag UID Read Oniy | D000D000000000000000 10704DF2B4ARS
1 Tag Typs Read Only | 00
1 Tag UID Size Read Criy |00 2
16 Data Buffer R/W  |010704DF2B4AA3408000000000000000
| s Data Buffer R/W ;
16 Data Buffer R/W v
15 Data Buffer R/W | ; A
16 Dats Buffer R/W g I
16 Dt Buffer RAW |
16 Data Buffer R/W A\
15 Data Burfer R/wW /| | ;
i | {=|| |ooopooonooonoonoon: |
. [ i ] » =
/
/
/
J Figure 28. The NTAG213 in the field.
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-
sl BiClient v16
9 Data Type Header Type Console
CoMTi8 @ Plain @ A Include data
3600 ¥ 1 Encrypted B Include timestamp
@] Auto scroll
[Decorves | =
| Simple Commands | UART Corfig [ 10 | RFID Commands | RFIDMemony!| RFID Info
Dec] Size bytes] Description Access Value Z
» 1 Result Read Only | 00
1 Command R/W |00 =/ | oooooooooonooonoos
|| | 2017-0612 13:37.12 | Read all B1 memory
B Commend Ratampters R/W [RX 2017-06-12 133713 JLACK
10 Tag UID Read Only | 00000000000000000000 o 1070446F452C23
1 Tag Type Read Only | 00
1 Tag UID Size Read Only | D0
18 Data Bufer R/W | D1070446F452C23E8100000000000000
18 Data Buffer R/W 7
16 Data Bufer R/W of
16 Data Buffer R/ (o
16 Data Bufer R/W
16 Data Bufer Rew [/
16 Dt Buffer Rew / 5
15 Data Buffer R/
V,“/ ~|| |oooooconooonoonoo} B
|4 [ [ ] » -
/ |
/
/

v

Figure 29. The NTAG215 in the field.

0x01 — Number of tags in the field, 0x07 — Tag UID Size, 0x0446F452C23E81 — Tag UID

-
2 BiClient v16
9 Data Type Header Type Console
CoMTi8 @ Plain @ A Include data
900 v 1 Encrypted “ B Include timestamp
7] Auto scrol
[Decorves | =
| Simple Commands | UART Corfig [ 10 | RFID Commands | RFID Memory | RFID Info
Dec] Size bytes] Description Access Value Z
1 Fesult Read Ony |00
1 Command R/W |00 = | |oooooooooooooonoon
|| |m% 20170612 14:05:20 | Read all B1 memory
B Commend Ratampters R/W [RX 2017-06-12 14.05.21 LACK
10 Tag UID Read Only | 00000000000000000000 1D46CEEBAADN0
1 Tag Typs: Read Ony |00
1 Tag UID Sizs Read Only |00
16 Dats Biffer R/W | 01046CEEBA4DDONDDNOONOON00000N
16 Dists Biffer RAW
16 Data Bufer R/W[of
16 Dt Bufter R/W A
16 Data Buffer R/W I
16 Data Bufer R/W /[
16 Dt Buffer Rew/
16 Dats Buffer R/
,w = |  |oooooooooooooonaony b
|4 [ [m ] v =
/ _
/
/

J Figure 30. The Mifare Classic 1k in the field.

0x01 — Number of tags in the field, 0x04 — Tag UID Size, Ox6CEEBA40 — Tag UID
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- _
sl BiClient v1.6 ==

Config Data Type Header Type Console
CoMite -] @ Plain @A [ Include data
i 7l @ Eoyed OB i

((Decorea | ot

| Simple Commands | UART Corfig [ 10 | RFID Commands | RFIDMemony!| RFID Info

Dec] Size bytes] Description Access Value Z
1 Result Read Only | 00
E Command R/W |00 =/ | oooooooooonoconooon)
18 Command Parameters R/W i ﬁg};ﬁ%u%% ]}ﬁﬁ? o B mewcry
10 Tag UID Read Only | 00000000000000000000 (oooe e EEBAADN7
1 Tag Type Read Only | 00
BE Tag UID Size Rezd Ony | 00
18 Data Buffer R/W  |03046CEEBA4D0704DF2B4AA340800704
18 Data Buffer R/W |46FAS2C23E81000DODNOOINONN00000
16 Data Buffer R/W
| |s Data Buffer R
16 Data Buffer R/W
16 Data Buffer R/W
16 Data Buffer R/W 5
s Dats Bufer R/W i i
|4 [ m _| P =

Figu‘ryﬁ. Three tags (NTAG213, NTAG215 and Mifare Classic 1k) in the field. In yellow number of tags.

0x03 — Number of tags in the field,

0x04 — Tag UID Size, 0Ox6CEEBA40 — Tag UID: Mifare Classic 1k
0x07 — Tag UID Size, 0x04DF2B4AA34080 — Tag UID: NTAG213
0x07 — Tag UID Size, 0x0446F452C23E81 — Tag UID: NTAG215
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Enumerate tag UID and Types (0x20) — This command is only for the BIMT (Multiple Tag) based modules. The
Enumerate Tags UID and Type command doesn't take any arguments. This command scans for all tags
within the range of the antenna and enumerates their UID and type in the Data Buffer. The first byte in
the Data Buffer says how many tags were discovered. If there are no tags in the range, then the Result
Register is updated with 0x08 (Tag is not present) value. After enumeration, if there is at least one tag
in the field the Result Register is updated with 0x00 (No Error) value. Information about all enumerated
tags is stored in the Data Buffer starting from the second byte of the buffer. There are as many records
in the Data Buffer as there were tags found. Each record contains the Tag Type as the first byte, the Tag
UID Size as the second byte and the Tag UID is stored in the rest of the bytes in the record. The record
length is variable and equal to the UID size plus two bytes.

[ Bichient 16 =5
g Data Type Header Type Console
CoMTi8 @ Plain @ A [#] Include data
%00 ) Eneypted O/ B ] Include timestamp
Disconnect [¥] Auto scroll
| Simple Commands | UART Corfig [ 10| RFID Commands | RFID Memory | RFID Info | e

Command:  Enumerale Tags UID and Type (120} v | Erecdte

-
sl BiClient v16 =5
q Dsata Type Header Type Console
COMT18 @ Plain @ A [#] Include data
%00 O Enoypted O/ B ] Include timestamp
@
Disconnect ] Auto scroll
| Simple Commands | UART Corfig [ 10 | RFID Commands | FFID Memerny™ RFID info | e,
[ Pecl Size bytes]  Descrption Access  Value B
L Resut Read Ony | 00 |
1 Command R/W |00 i =/ | ' |ponooonooonooonoooy
18 Command Parameters R/W | I [ o e g e = B merity
10 Tag UID Read Oniy | D000D000000000000000 HEMAL TR
1 Tag Type Read Only |00
1 Tag UID Size Feead Only | 00 =
15 Data Buffer R/W | 0106046CEEBA40D00O0DD00000000000
15 Dala Buffer R/W
15 Data Buffer R/W,
15 Data Buffer A
16 Dats Buffer I
| s Data Buffer R/W |
16 Daa Buffer R/W
16 Data Buffer R/W 4
I I i~ || |ooooooooooooooooon:
‘ [ M ] » 2=
/ Figure 32. The Mifare Classic 1k tag in the field.

0x01 — Number of tags in the field, 0x06 — Tag Type: Classic 1k, 0x04 — Tag UID Size, Ox6CEEBA40 — Tag UID
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ug BiClient v1.6

m

9 Data Type Header Type Console

[comiis @ Plain @ A [#] Include data

(g0 Bd O Enoypted 1B i

o
| Simple Commands | UART Corfig [ 10 | RFID Commands | RFIDMemony!| RFID Info
Dec] Size bytes] Description Access Value Z
1 Result Read Only | 00
1 Command R/W |00 = | |cooooonocoooooood)
18 Command Parameters R/W i ﬁ%};ﬂgﬂgﬁﬁ%]}ﬁ? o B mewany
10 Tag UID Read Only | 00000000000000000000 105041E883EECD
i Tag Type Read Only |00
1 Tag LID Sz Fead Only |00
15 Data Bufer R/W | D105041E663E6C000000000000000000
15 Data Biffer R/W
15 Data Buffer R/W
16 Data Buffer R
16 Data Bufer Arw
18 Data Buffer R/W
16 Data Buffer R/W
15 Data Buffer R/W B !
& [ m v |

“

Figure 33. The Classic Mini tag in the field.

0x01 — Number of tags in the field, 0x05 — Tag Type: Classic Mini, 0x04 — Tag UID Size, Ox1E66E6C — Tag UID

e
ug BiClient v1.6

1 o

9 Data Type Header Type Console

COM118 _*:? @ Plan @ A [ Include data

(g0 Bd O Enoypted 1B i

o
| Simple Commands | UART Corfig [ 10 | RFID Commands | RFIDMemony!| RFID Info
Dec] Size bytes] Description Access Value Z
1 Result Read Only | 00
1 Command R/W |00 = | |cooooonocoooooood)
18 Command Parameters R/W i ﬁg};ﬂ%ﬂgﬁg% lﬁ,ﬁd o B mewany
10 Tag UID Read Only | 00000000000000000000 10207043650A20
i Tag Type Read Only |00
1 Tag LID Sz Fead Only |00
15 Data Bufer R/W | D1020704863DA2084980000000000000
15 Data Biffer R/W
15 Data Buffer R/W
16 Data Buffer B
15 Data Bufer R/W
16 Data Buffer R/W
16 Data Buffer R/W
15 Data Buffer R/W B !
& [ m v |

<

Figure 34. The Ultralight tag in the field.

0x01 — Number of tags in the field, 0x02 — Tag Type: Ultralight, 0x07 — Tag UID Size, 0x04869DA2084980 — Tag UID
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~
43 BiClient v16 ==

Config Data Type Header Type Console
COM118 @ Plan @ A [ Include data
%00 |~} ) Eneypted O/ B ] Include timestamp
T [ Auto scrol
| Simple Commands | UART Corfig [ 10 | RFID Commands | RFIDMemony!| RFID Info
Dec] Size bytes] Description Access Value 5

3 1 Result Read Only | 00
1 Command R/W |00 =/ | oooooooooonooonooon)
T RTw | DTS 100538 a1 e

00000000000000000000 1ESEIEECD
10 Tag UID Read Only D Hparony
i Tag Type Read Only |00
1 Tag LID Sz Fead Only |00
15 Data Bufer R/W  |0305041E663EBCO5046CEEBA40020704
16 Data Buffer R/W  |869DA208458000000000000000D00000
15 Data Buffer R/W =
16 Data Buffer R
16 Data Bufer Arw
18 Data Buffer R/W e
16 Data Buffer R/W
15 Data Buffer R/W 5
-|| |ocopocoooonooonooon)
&l [ I ] e

/ Figure 35. Three tags (Mifare Classic 1k, Classic Mini, Ultralight) in the field.

0x03 — Number of tags in the field,

0x05 — Tag Type: Classic Mini, 0x04 — Tag UID Size, 0x1E66E6C — Tag UID,

0x06 — Tag Type: Mifare Classic 1k, 0x04 — Tag UID Size, Ox6CEEBA40 — Tag UID,
0x02 — Tag Type: Ultralight, 0x07 — Tag UID Size, 0x04869DA2084980 — Tag UID.
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Select tag (0x21) — This command is only for the BIMT (Multiple Tag) based modules. The select tag command takes
as arguments the UID Size in bytes and the UID bytes themselves. If the command execution is
successful, then the addressed tag is selected and the Result Register is updated with 0x00 (No Error)
value. In the following example the Mifare Classic 1k tag is chosen.

-
5 BiClient v16 =)
i Corfig Data Type Header Type Console
CoM118 | ® Plain @A [¥] Include data
00 | ¥} 7 Encrypted &8 [@] Includs timestamp
Disconnest 7] Auto serol
| Simple Commands | UART Corfig [ 10 | RFID Commands | RFID Memary | RFID Info
[TX 2017-06-14 10:18:25 |:Select, Tag (@21)
Command:  Select Tag ((21) v FX 2017-06-14 10:18:25 [ACK )
X 2017-06-14 10:18:25 [AsyncPacket {20}
Parameters [TX 2017-06-14 10:18:25 | Read all B1 memory
UID St ytesk Fi [RX 2017-06-12 1018 26 JACK _
{ EE| EEB
uio: GCEEBA4D
Figure 36. Mifare Classic 1k selected.
-
5 BiClient v16 =)
Corfig Data Type Header Type Console
CoM118 | ® Plain @A [¥] Include data
9600 | > 1 Encrypted & B [¥] Include timestamp
= 7] Auto serol
| Simple Commands | UART Corfig [ 10 [ RFID Commands | RFID Memory | RFID Info
c] Sue ytes] Descrption Access Vahie = =
1 Resut | Read Orly |00
1 Command R/W o0 7| |cooooooooonco0o0on)
18 Command Parameters R/W | D4GCEEB i ﬁiﬁ};ﬂ@ﬂ%ﬁ% ‘}BA‘ET(" o B mémcry
10 TegUID Read Only | ECEEBAAD000000000000 I EEB. EEB)
1 Tag Type Read Only | 06
1 Tag UID Size Read Only 04 1
1% Data Buffer R/W
1% Data Buffer R/W
15 Data Buffer R/W
1% Data Buffer R/W L
15 Data Buffer R/W I
1 Data Buifer R/W
15 Data Buffer R/W
1% Data Buffer R/W ;
- | |ooooocoooconoooeoon)
« I i ] v 2=
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3.2.5 RFID Memory

The RFID Memory tab presents the whole memory of the B1 based module chip — RFID section. In the RFID B1 module
there are 728 bytes of user accessible memory. Each byte of the memory has a defined factory default value and these
values can be recovered by using the ‘Reset to Factory Defaults’ command. The first 288 bytes are volatile memory
which also have a default reset state that is the same as the factory default value. The other memory is buffered non-
volatile memory and can be modified and stored using ‘Unlock’ and ‘Lock’ commands. The RFID B1 module is
automatically returned to factory default state if after power up there is no valid configuration stored in non-volatile
memory. The first 288 bytes of this user accessible memory are not stored in non-volatile memory and are always reset
to factory defaults after a power-up sequence or after exit from the Power Down Mode.

(4@ siclientvis =|E
g Data Type Header Type Console
COM20 @ Plain @A [¥] Include data
9600 (71 Encrypted & B [¥] Include timestamp
7] Auto serol
Simple Commands | UART Config [ 10 | RFID Commands | RFID Memory | RFID Info | e,
Address [Hex] Address [Dec] Size bytes] Description Access Value =
0000 [o [1 | Resut | Reac only |00
T T T - C00000000000000000000000000000000000000000000000000 000000000000 00000000000000000
0001 |1 |1 | Command |R/W |00 1 000000D000DD00D000}
0002 |2 |18 | Command Faremeters R/W | 000DD00DDOODO0D — ﬁgﬂgﬂg %3‘?%%?&‘1 s B mony
0012 |20 10 [TaaUiD Read Only | ECEEEAOLO0000 {10000000000000000000000000000000000000006CEE BAADDI00000000000E0400000000000000
c0D1E |30 " | Tag Type Read Onhy '06
01F |21 |1 | Tag UID Size | Read Only |04
0020 |22 G | Data Bufer R/W |000DDODDDODOOOD
00030 |48 |16 | Data Buffer R/W  |0DODDODDOOOO00D
0040 |64 |16 | Data Buffer R/W | 000DDODDOOO000D
0050 |20 |16 | Data Buffer |r/w | ooooooooooooooo
0060 |56 |16 | Data Bufer R/W  |0000000DDOCOOOD
00070 |12 |18 | Data Buffer RAW | 0DODDODDONO000D
0080 | 128 |16 | Data Buffer R/W |0D0DDOD0COO000D
0090 [ 144 |18 | Data Buffer R/W 'mmmmmm_
[ ; o — ' 2
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Address | Size (bytes) Description Notes
0x0000 1 Result The Result Register values.
Command Register. Writing to this register is
0x0001 1 Command recognized by the module as a command execution
request.
This is the place from where the system parses the
0x0002 18 Command Parameters arguments necessary to perform the requested
operation when a command is executed.
0x0014 10 Tag UID 10-bytes long the Tag UID Register.
This register contains information about the type of
0x001E 1 Tag Type the tag which was last seen in the field. Possible tag
types are shown in Table 3.5 in the RFID B1 User
0x001F 1 Tag UID Size It contains the informatic.)n of what the UID size in
bytes was of the last tag in the field.
0x0020 556 Data Buffer This buffer is used for data transfers between the
tag and the user of the module.
This register is inaccessible when the module is
0x0120 3 Password locked. It contains an 8-byte long password which
must be used with the Unlock Command to unlock
protected memory.
0x0128 16 AES Initialization Vector 0 They can be used as an initialization vector for the
0x01383 16 AES Inftialization Vector 1 first encrypted data block. These registers are
inaccessible when the module is locked.
0x0148 16 AES Key 0 Both registers contain an AES encryption key which
0x0158 can be used for encryption of the Data Buffer. These
16 AES Key 1 registers are inaccessible when the module is locked.
0x0168 6 Authentication Key / Password 0
0xO16E 6 Authentication Key / Password 1 When working with Mifare Classic tags these
registers contain the password keys used for block
authentication in the tag. When working with
Ultralight and NTAG transponders, these registers
contain 4-byte passwords. These registers are
0x0252 6 Authentication Key / Password 39 | inaccessible when the module is locked.
There are 128 bytes of memory available for the
0x0258 128 User Memory user as a protected memory space. This memory is

inaccessible when the device is locked.

Table 2. Memory map of B1 based module - RFID section.
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3.2.6 RFID Info

The most important information about a tag: the Type, the UID and the UID size. The following examples shows the
result after execution the Get UID and Type command with and without a tag in the RF field.

-
Wgl BiClient v1.6 ==
t Config Dsata Type Header Type Console
CoM20 - @ Plain @A [7] Include data
Fate- [3600 ] & Encripied &8 [¥] Include timestamp
= [@] Auto scroll
| Simple Commands | UART Corfig [ 10 [ RFID Commands | RFID Memary ¢ RFID Trifo'}
[TX 2017-05-13 14:25:53 | Get UID and Type (x01)
RX 2017-06-19 142553 JACK {
Result: tag is not present ((<08) RX 2017-06-19 14:25:53 J:AsyncPacket {20}
[TX 2017-06-19 14:25:53 [Read all B1 memory
Taa Type: no tag ((x00) RX 2017-06-19 14:25:54 JACK
Tag UID Size: 00
Tag UID:
Figure 37. There is no tag in the field.
-
5 BiClient v16 s}
Data Type Header Type Cansole
@ Plain @A [¥] Include data
L~ | 1 Encrypted @B [@] Include timsstamp
Disconnect [@] Ao seroll
| Simple Commands | UART Corfig [ 10 [ RFID Commands | RFID Memory || RFID Trfo }
) 00000000000000D00}
Result no emor (000) [TX 2017-06-19 14:27:40 | Get u{\}u and Type (<07)
) RX 2017-06-13 14:27.40 LACK
Tag Type: Classic Tk ((x06) RX 2017-06-19 14:27.40 JAsyncPacket {20}
) [TX 2017-05-13 142740 | Read all B1 memory
TR RX 2017-06-15 14.27 41 1ACK
Tag UID: x6CEEBA4D EEB
|=
000DG0N00D000000} ‘

Figure 38. The Mifare Classic 1k tag in the field.
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3.3 Output panel

The Output panel is a console where the user can see the result of executed commands, responses from the B1 module
for example: ACK or read full memory of a tag. This console is read only.

The B1 module provides an asynchronous UART communication interface. Communication is in a packetized
command-response format which means that after every packet is sent from the master there will be a response
packet sent back by the module. Apart from this type of user-master generated communication, the module also
autonomously sends asynchronous packets when, for example an interrupt is triggered.

There are three checkboxes at the bottom of the Output panel:

¢ Include data — when checked all the tag memory will be shown on the console after executing any RFID
command.

¢ Include timestamp — when checked the TX and RX commands will have a timestamp (actual data and time).

e Auto scroll — when checked the Console window scroll automatically.

By clicking the button all the console window will be cleared.

" ]
4 BiClientvl6 T i
ot Data Type Header Type ‘onsole
CoM20 @ Plain e A [¥] Include data
9600 (7 Encrypted = B [¥] Include timestamp
= [@] Auto scroll
[ Disconnect e
Clear

Simple Commands | LIART Corfig | I0 | RFID Commands | RFID Memary | RFID Info |

[TX 2017-D6-20 09:42:13 |:Dummy Command
[RX 2017-06-20 09:42:13 JACK

| Send Dummy Command

| Send Enter Sleep Mode Command

l Wake up

]
J
)
[ Send Reset Command ]
]

[ Check Timeout
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4 Error codes

In the RFID Memory tab the user can read the Result Register. It contains the result (error code) of the last executed
command. The list of all possible results is shown in table below.

Value Type Description
Command was executed successfully and results were stored in the
0x00 No Error .
registers.
0x01 Invalid Command Value written to command register is invalid.
0x02 Invalid Command Parameter | One of the parameters taken by the command is invalid.
0x03 Indexes Out Of Range Indexes passed as command parameters exceed limit.
Error When Writing To Non ) . . i
0x04 ) There was an internal error during writing to the non-volatile memory.
Volatile Memory
0x05 System Error Internal system error. Shall be considered as fatal.
0x06 Tag CRC Error During communication with the tag a CRC was not correct.
0x07 Tag Collision Reserved for future use.
0x08 Tag is not present There is no tag within range.
0x09 Tag Authentication Error Authentication failed due to incorrect Authentication Key or Password.
0x0A Tag Value Block Corrupted | At least one value block is corrupted in the tag memory.
0x0B Module Overheated A overheat was detected.
0x0C Tag Not Supported There is a tag in the field which is not supported.
0x0D Tag Communication Error | There was an error during communication with the tag.
OxOE Invalid Password The Password used in the Unlock command string was invalid.
OxOF Already Locked You are trying to lock a module that is already locked.
OxFF Module Busy Your command was ignored because the module is busy. Retry later.

Table 3. Result Register Values.
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No responsibility is taken for the method of integration or final use of the B1 based modules

More information about the B1 module and other products can be found at the Internet site:

http://www.eccel.co.uk

or alternatively contact ECCEL Technology (IB Technology) by e-mail at:

sales@eccel.co.uk
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